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COPYRIGHT & TRADEMARKS

Copyright © 2019 Chipkin Automation Systems All rights reserved.
TMw are trademarks of Chipkin Automation Systems

DISCLAIMER

Chipkin Automation Systems™ has limited its liability for damages incurred by the customer or its personnel in
the contractual documents pursuant to which the product is provided to the customer. The information and
specifications contained throughout this user manual are up to date at the time of publication. Chipkin
Automation Systems has used, and continues to use, its best efforts to maintain this user manual to reflect the
most current configuration of the product. Chipkin Automation Systems reserves the right to change the
contents of this user manual at any time without notice and assumes no liability for its accuracy. In the
preparation of this user manual, Chipkin Automation Systems has incorporated, and/or compiled service
information and maintenance procedures sourced from manufacturers and vendors of parts and components
used in the manufacturing of this product. Therefore, Chipkin Automation Systems shall not be liable for
omissions or missing data. It is not the intension of this user manual to instruct service technicians in using
common sense, basic skills and

rules of service repair.

CONFIDENTIALITY

The information contained in this document is the intellectual property of Chipkin Automation Systems and is
Commercially Confidential. No part of this document may be reproduced or transmitted in any form or by any
means, electronic or mechanical, for any purpose, without the express written permission of Chipkin
Automation Systems.

DOCUMENT REVISION HISTORY
REVISION DATE AUTHOR NOTE
1 2019-May-13 ACF - Updated document

Table 1 - Document Revision History
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1. PREFACE

1.1 Welcome

As a new owner of Chipkin Automation Systems’™ (CAS) Software you have joined thousands of satisfied
customers who use Chipkin’s protocol gateways, data clients and integration services to meet their building
and industrial automation requirements. Our configuration expertise in this field combined with free BACnet
and other tools ensure your success; and our customer support via phone, email and remote desktop tools
means that we’re there when you need us. Thank you for choosing Chipkin’s products.

1.2 Chipkin

Chipkin offers expert solutions for your building and industrial automation requirements. We develop,
configure, install and support gateways (protocol converters), data loggers, and remote monitor and
controlling applications. Founded in October 2000, Chipkin provides expert solutions for converting BACnet®,
Modbus®, and Lonworks®—to name just a few—and enabling interfaces for HVAC, fire, siren, intercom,
lighting, transportation and fuel systems. The high-quality products we offer (including those from other
vendors) interface with Simplex™, Notifier™, McQuay™, GE™ and many others—so you can rest assured that
Chipkin will select the most appropriate solution for your application.

1.3 Safety Warnings

The CAS Software User Manual provides information on how to install and setup the software and is intended
for engineers, project management consultants and building management services. Before you install the
device, please observe the safety warnings described in in this manual.

1.4 Customer Support

Chipkin is a small responsive company, and we live or die by the quality of our service—and with offices in two
time-zones—we can provide support when you need it. For information on sales, service, obtaining
documentation or submitting a service request, please call us toll free at 1-866-383-1657. Thanks for choosing
Chipkin’s protocol gateways, data clients and integration services to meet your building and industrial
automation requirements.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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SALES AND CUSTOMER SUPPORT
TOLL FREE: 1-866-383-1657

FAX: 1-416-915-4024

EMAIL: salesgroupl@chipkin.com

GENERAL

TOLL FREE: 1-866-383-1657
FAX: 1-416-915-4024

EMAIL: support@chipkin.com

SHIPPING ADDRESS
3381 Cambie St., #211
Vancouver, BC, Canada V5Z 4R3
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2. OVERVIEW
2.1 Product Summary

CAS BACnet Explorer is the perfect utility for testing, debugging and discovering BACnet® networks and
devices. It performs the following functions:

o Exploring — Automatically discovers all the BACnet devices, objects, and their properties on your
network. The objects and devices are arranged in an easy to use tree format with branches for each
network, object, and device.

o Debugging — With the report function you can document the current state of your BACnet® network
and use the information in your documentation. Never again ask yourself if a BACnet® device is on
your network, and what value does it have.

e Monitoring — A monitoring table can be set up to check the present value or any other property of a
BACnet® object, easily with a single glance.

e Testing — The CAS BACnet Explorer allows you to write to the BACnet® points, turn lights on or off,
generate alarms, ACK alarmes, etc.

2.2 Product Features
e BACnet IP, BACnet Ethernet 802.3 and BACnet MS/TP up to 76k.
e Creates easy to read reports in HTML/XML suitable for documentation.
e Ability to read/write any property of a BACnet Object.
e Browses on BACnet IP, BACnet Ethernet 802.3 and BACnet MSTP simultaneously.
e Tested with 100s of 3rd party BACnet devices.
e Simple enough to be used by a someone without any BACnet protocol knowledge.
e Supports selection of BACnet network device on PC with more than one network card.

2.3 System Requirements
2.3.1 Operating System
The following operations systems are supported:
e Windows 2000
e Windows XP
e Windows 7 (32bit and 64bit)
e Windows 8 (32bit and 64bit)
e Windows 10 (32bit and 64bit)

Note: This application does not run in Windows Server 2012 edition.

2.3.2 Required Disk Space
The CAS BACnet Explorer requires 10mb of free space.

2.3.3 Serial Ports

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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Using BACnet MSTP requires an RS485 port. You will need to purchase a USB to RS485 converter. We
recommend using an Abacus USB to RS232/RS485 Converter.

3. GETTING STARTED

This section describes the steps to start using this software application. The section includes how to install the
application, what happens the first time the application is run, and how to setup the application.

Note: This section has brief descriptions pertaining only to the initial start-up of the application.
Please see other sections for more detailed information.

3.1 Installation

To install the CAS BACnet Explorer, click on the following link to download the installer.

http://www.chipkin.com/files/resources/Installer CAS%20BACnet%20Explorer.exe

Launch the installer after downloading and follow the prompts to install the application.

Welcome to the CAS BACnet
Explorer 2.02aW Setup Wizard

This wizard will guide you through the installation of CAS
BACnet Explorer 2,02aW.

Itis recommended that you dlose all other applications
before starting Setup, This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

Mext = Cancel

Figure 3.1-1 - Installer Welcome Page

Press Next > to continue to the License Agreement. On the License Agreement page, review the license and
click Accept License and then the Next > to continue.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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License Agreement -
Please review the license terms before instaling CAS BACnet Explorer 2,02aW, (JJ
Press Page Down to see the rest of the agreement.

DO NOT INSTALL THIS PRODUCT IF YOU DO MOT ACCEFT THE TERMS OF THIS M

AGREEMENT. BY INSTALLING THIS PRODUCT YOU ARE PRESUMED TO HAVE READ THE
EMTIRE AGREEMEMT AMND YOU ARTE INDICATING YOUR ACCEFTAMCE OF THE TERMS
OF THIS AGREEMENT. IF YOU CHOQSE NOT TO ACCEFT THIS AGREEMENT AMD CANCEL
THE INSTALLTION YOU MAY QUALIFY FOR A REFUND,

End User License Agreement for CAS BACnet Explorer and/for CAS BACspy (version 2.0
and later) andjor CAS BACnet Watchdog andjor CAS BACnet Object Monitor andfor any

nroch ict nackane containinn A comhbination of ane or more of these named nrodocts.

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install CAS BACnet Explorer 2.02aW. Click Mext to continue.

(@)1 accept the terms of the License Agreement
()1 do not accept the terms of the License Agreement

< Back Mext = Cancel
Figure 3.1-2 - License Agreement Page

Choose the components for the install. If unsure, keep all the defaults and click the Next > to continue.

5y
Choose Components

Choose which features of CAS BACnet Explorer 2.02aW you want to install. (;J

Chedk the components you want to install and unchedk the components you don't want to

inztall. Click Next to continue.

. , Description
Select components to install: CAS BACnet Explorer
Desktop Shortouts
|
|
| Space reguired: 5.6MB
< Back Mext = Cancel

Figure 3.1-3 - Choose Components Page

© 2019 Chipkin Automation Systems
All rights reserved
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Next, choose the install location and press the Next > to continue.
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() CASBACnet Explorer 2.02aW Setup

Choose Install Location
Choose the folder in which to install CAS BACnet Explorer 2.02aW.

Destination Folder

[ Files (x56) \Chipkin Automation Systems\CAS BACnet Explorer]]

Space required: 5.6MB
Space available:

< Back

Setup will install CAS BACnet Explorer 2.02aW in the following folder, To install in a different
folder, didk Browse and select another folder. Click Install to start the installation.

Install

pos

K.‘;._,

Browse, .,

Cancel

Figure 3.1-4 - Choose Install Location Page

If the installation is successful you will see the following page. Check the box to run the application after the

installation process is complete.

3381 Cambie Street, #211

Completing the CAS BACnet
Explorer 2.02aW Setup Wizard

CAS BACnet Explorer 2.02aW has been installed on your
computer.,

Click Finish to close this wizard.

Run CAS BACnet Explorer 2.02aW

< Back Finish Cancel

)—'igure 3.1-5 - Installation Complete Page

Vancouver, BC, Canada, V5Z 4R3

1-866-383-1657

Chipkin.com
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3.2 Software Licenses

There are a few different licenses that are provided for the CAS BACnet Explorer. Here is a brief description of
them.

3.2.1 Physical USB License Key
When purchasing the CAS BACnet Explorer, you will receive a green USB key. This USB key is the physical
license key and must be plugged into the computer running the CAS BACnet Explorer application.

Figure 3.2-1 - Physical USB License Key

3.2.2 Soft Keys

If you have not yet received the green USB key, or are trying out the CAS BACnet Explorer as a demo, you can
request a license from within the application. Copy and paste the key into the specific location in the
application to apply the license. For more information about this, please refer to Section 3.3.1 Requesting a
License.

3.3 Application Start-up

When running the application for the first time, you will see the main application window:

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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CAS BACnet Explorer — O ot
File Advanced Diagnostics Help

|'z._.\'| ﬁ:}m Qj.x\'? —
QIO -’f*_:g 2|
Discover| [Cancel| |Refresh| | Report || Monitor| About ||Settings||  Exit
FYI #021 - BEMD warning

i FYT #006 - No Devices found

L FYT 2002 - Reading the object list from this device with object index method.

ETE Hr Qe O mse
Figure 3.3-1 - CAS BACnet Explorer - Main Page

If you do not have a green USB key, then you will see the license page and must request a license before
continuing:

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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Settings

. MSTP Settings
License
i Auto Update

License
key Info
ID: ; Key Type: , Customer ID:
Ewpire Date: ; Time left:

Email Address
I

Product Key

Please copy and paste the activation key from your email into this dialog and dick
activate, The activation key iz a very long string of uppercase numbers and letters
with no spaces. If you do not have an activation key, you can request now by
entering a valid email address and dicking the request a key button.

Activate Request a key

Cancel

et

Apply

3381 Cambie Street, #211
Vancouver, BC, Canada, V5Z 4R3

1-866-383-1657

Figure 3.3-2 - Blank License Page
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3.3.1 Requestinga License
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Note: To request a license, the computer must have internet access.

First, enter in an email address. If you have purchased the CAS BACnet Explorer, please provide the email
address that is associated with the purchase order, or contact Chipkin so we can update our records.

Settings

. MSTP Settings
- License
.. Auto Update

License
Key Info
ID: ; key Type: , Customer ID:
Expire Date: , Time left:

Email Address

1. Enter email address

Product Key

2.Click Request

Please copy and paste the activation key from your email into this dialog and dick
activate, The activation key is a very long string of uppercase numbers and letters
with nao spaces. If you do not have an activation key, you can request now by
entering a valid email address and dicking the reguest a key button.

a key

Activate Request a key

Cancel Apply

3381 Cambie Street, #211

Figure 3.3-3 - Requesting a Key

Vancouver, BC, Canada, V5Z 4R3
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Next, click the “Request a key” button. A web page will open with a form. Fill out the form if there are any
blanks.

Request a product key

You have two choices

1. Obtain / Renew yvour trial license.
This can be done by yvou. The process 13 automated and can be completed 24/7.
Sunply continue and complete this form and the new activation key will be emailed to vou &

Name:

Email Address:

Product: CAS BACnet Explorer 2.02aW
Heqguest a key

What happens if vou want to evaluate our software for more than 1 hour?
Email us directly or call and ask. In almost all cases we have accepted bone fide requests fo
This can only be done during normal business hours.

Figure 3.3-4 - Request a license key form

Fill out the Name and Email Address fields. The Email Address field may already be pre-filled.

Finally click the “Request a key” button. You will see a product key to copy and paste into the application.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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Confirmation of your Product Activation Request

Thank vou.

We have received your request for product activation. The activation key will be emailed to you in the next few minutes. Don't forget to
Send/Recerve 1n your email progam to refresh vour inbox. If yvou don't see the activation kev email, check vour spam or bulk folder. If 1t
doesn't arrive within a few minutes then you can retry but if that doesn't work you will need to call us for help.

Name:

Email Address:
Start Date:
End Date:
Running Time:

Product key:
L eSS EEmEEmEmmEmmm A
| Please copy and paste the following key into the Product Key textarea of BACnet Explorer.

AF1077TA0D2165E0DECTTOCCEOI2A184C3A69118157TETEOZAF74054FECEBB2300DB0ODC3064D63ASECCE3426D939ED

TAA A TEMITIOTT A TET AT A AAAAATTIATAATRAAAATITRIANTAT 4 ATAN A AATITOATIAL A ARAA TR AT AT AT S ATRWAAS AT AR, AT TR Y

Figure 3.3-5 - License Confirmation

Copy and paste the entire license key into the CAS BACnet Explorer and click the “Activate” button.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
1-866-383-1657 Chipkin.com Page 19 of 69


http://www.chipkin.com/

Chipkin™ CAS BACnet Explorer User Manual

Settings *
;- About License
- Preferences
Metwork kKey Info
- MSTP Settings

1. Copy and Paste the key

License
i Auto Update Email Address /

/

Product Key

AF1077A0DZ165E0DBCTFOCCED 124 184C3A69118 157ETEQZAF 740 54FECEBBS300 A

Please copy and paste the activation key from your email into this dialon and dick

activate, The activation key iz a very long string of uppercase nui r-.'.z..-.rg.l.j_g.,k._rel;'.-'iv.a'.-'g.
with no spaces. If you do not have an activation key, you c quest now by
entering a valid email address and dicking the request utton.

Activate Request a key

QK Cancel Apply

Figure 3.3-6 - Activating the License Key

If successful you will see the following message:

CAS BAChet Explorer >

| F¥l #19 - Your current key for CAS BACnet Explorer will expire
On

Thank you for activating this product.
You can renew your trial key up to 3 times. If you have

purchased the product you can avoid web based activation by
purchasing an UsB-protection-key.

Figure 3.3-7 - License activation successful

Click the “OK” button to close the success message and click the “OK” button on the License Page to close the
License Page.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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Before starting, we need to setup the application to specify which BACnet networks to use.

Click the “Settings” toolbar icon as seen below:

Q

Cancel

You will see the following page:

Refresh

Monitor

=1[=)

Report

About

Figure 3.4-1 - Toolbar - Settings Icon

Settings
----- About Network
----- Preferences
Network Metworks BACnet IP BACnet M5TP
- MSTP Settings [ BAChet IP BACnetIF Port | 47808 Comm port COoM3
i~ License []BAChet Ethernet Baud rate 76800
i Auto Update *BACnet MSTP MAC address must be
[]BACnet MSTP unique on the M5TP netwark. MAC Address = 1 (0x01)
Select a network device
I IP address Mame
i 'Realtek PCIe GBE Family Controller' on local host
Refresh
e (IR

On this page, first select the BACnet networks to use. If unsure, select “BACnet IP”.
Next, select the BACnet IP Port to use. The default is 47808.

If using BACnet MSTP, then in the BACnet MSTP section, select the Comm port that is the RS485 serial port,
select a baud rate, and finally select the MAC Address that is to be assigned to the application.
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Finally, select the NIC (Network Interface Card) to use for BACnet IP traffic.
When finished, click the “OK” button to save the settings and close the settings window.

If the network has successfully been setup, the BACnet Network Status icons will appear green.

O Oeth O msar

Figure 3.4-2 - BACnet Network Status

For more information, or if the icons are red, please refer to Section 8.1 BACnet Network Status

3.5 Discovery

Now, click on the “Discover” toolbar icon to begin the discovery process.

=1IEIEICIFY =

Refresh|| Report || Monitor| About ||Settings|| Exit

Figure 3.5-1 - Discover toolbar icon

Discoverfll Cancel

The following dialog will appear:

Discover pod
Discover
Discover will search the netwark looking for new devices fobject/properties. Depending on
the size of your network you may want to filter the results by un-checking some of the
options below,
Discover devices
Metwork: 0 Al
Low device instance: 0
High device instance: 4134303 Al
[] biscover device's properties
[ ] Discaver objects
[ ] Discover object's properties
If your device is not discoverable by Whols command you can manually
add the device
Manually add Device /Object
Figure 3.5-2 - Discover dialog
3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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Click the “Send” button to discover any BACnet devices on the network.

CAS BACnet Explorer — O >

File Advanced Diagnostics Help

=y . 22 [ v
Q00| B O] |
Discover| [Cancel| |Refresh|| Report || Monitor| About | [Settings||  Exit
11 #021 - BBMD warning
FYI #002 - Reading the object list from this device with object index method.
- BACnet IP
[=- Metwork: 0 - Local area network
FYI #007 - Local area network
- device: 333001
Last updated: Tue May 14 11:57:58 2019
- IP Address: 47308
MAC (hex):
object_jdentifier; device (335001)
object_type: device
vendor_identifier: Chipkin Automation Systems (0x185)

ETE Hr Qe O mse

Figure 3.5-3 - Discovered device

If there are devices on the network, they will appear in a collapsible tree in the main window of the
application. For more information about the discovery process, please refer to Section 4.1 Discover.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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4. TOOLBAR ACTIONS

This section contains instructions and descriptions of the various toolbar icons.

=IEIE IR

Cancel||Refresh|| Report MDI'Iil'_EJir About |[Settings|| Exit

4.1 Discover

The Discover action opens a dialog to send a combination of Who-Is and Read Property BACnet messages to
find BACnet devices and their objects and properties.

Report || Manitor| About |[Settings|| Exit

Figure 4.1-1 - Toolbar Action — Discover

Click on the “Discover” icon to open the Discover dialog.

Discover pod

Discover

Discover will search the network looking for new devices fobject/properties. Depending on
the size of your netwark you may want to filter the results by un-checking some of the
options below,

Discover devices
Metwork: 65535 Al
Low device instance: ]
High device instance: 4194303 Al

[ Discover device's properties
[ | Discover obiects
[ ] Discover object's properties

If your device is not discoverable by Whols command you can manually
add the device

Manually add Device [Object

Figure 4.1-2 - Discover Dialog

Depending on the options selected, various BACnet messages will be sent out.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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4.1.1 Discover Devices
If checked, the CAS BACnet Explorer will send a broadcasted Who-Is message based on the following
parameters:

e Network: If all is checked, broadcasts across all BACnet networks using the value 65535. Otherwise,
broadcasts on only the specified BACnet network.

e Low device instance / High device instance: If all is checked, the Who-Is requests for all devices with
instance from 0 to 4194303. Otherwise, requests for only devices within the low device instance to
high device instance range, inclusively.

4.1.2 Discover Device’s Properties

If checked, the CAS BACnet Explorer will attempt to send a Read Property Multiple all to the BACnet devices to
get all the device properties. If there are too many properties to fit in one single packet, the device may
respond with a BACnet Abort: Segmentation Not Supported. If this occurs, then the CAS BACnet Explorer will
send Read Property messages for all the common device properties.

4.1.3 Discover Objects

If checked, the CAS BACnet Explorer will send Read Property Multiple all to read the device’s object list. If
there are too many objects to fit in one single packet, the device may respond with a BACnet Abort:
Segmentation Not Supported. If this occurs, then the CAS BACnet Explorer will send a Read Property message
for each index of the Object List property array.

4.1.4 Discover Object’s Properties
If checked, the CAS BACnet Explorer will send Read Property Multiple all messages to read the device’s
object’s properties.

Note: All of these options can be selected at the same time, but this may slow down the discover
process as it polls for every object and property on each device that was discovered.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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The Cancel action is only active when another action is currently running and is used to cancel that action.

When the Cancel action is disabled / not available, it is greyed out.

A S EE

4.3 Refresh

Discoverfll Cancel jj Refresh|| Repart

Mon FEIJr

©

About

Settin

ags{[ Exit

Figure 4.2-1 - Toolbar Action - Cancel

The Refresh action is used to refresh the value of an individual property or all the properties of an object or

device.

i
Cancel | Refresh

Report

Mon |"IJ_DJr

About

Settin

as| | Exit

Figure 4.3-1 - Toolbar Action - Refresh

To refresh a value, click on a Device, Object, or Property to highlight it, then click the Refresh action.
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4.4 Report

The Report action is used to create a report of the BACnet network. The resulting report is created in the
following formats:

e HTML
e XML
e Text

These reports can be used to document your current BACnet network configuration

= T
Discover| |Cancel Monitor| About | |Settings||  Exit
Figure 4.4-1 - Toolbar Action — Report

When clicking the “Report” action, you will see the following dialog:
Report >

Create a report

Create a report of the BACnet network in HTML/XML/TXT. These reports can be used
to document your current BACnet network configuration.

Update data
Fastest (®) Use current data - Mo discovery, no refresh
() Refresh present values only
() Refresh - Reread the values of known properties
Discover (and Refresh)
() Discover {custom)
() Discover all
Slowest

Cancel

Figure 4.4-2 - Report Dialog

Select one of the following options:
e Use current data — Generates the report with all the existing data. This is the default option.
e Refresh present values only — Before generating the report, refreshes all the values of the present
value properties.
e Refresh — Before generating the report, refreshes all the values of all the known properties.
e Discover (and Refresh)
o Discover (custom) — Before generating the report, completes a custom discover action.
o Discover all — Before generating the report, completes a full discover action.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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After the report has been generated, the HTML version of the report will automatically load in a web browser.

An example of the output follows:

CAS BACnet Explorer

This report was created with CAS BACnet Explorer 2.02aW

Created with:CAS BACnet Explover 2.02alV
Last Updated:>/[4/2019 13:56

FYI 2021 - BEMD warning
FYT#002 - Feading the object list from this device with object index method.

s Flat report - The flat report shows a list of all the nodes and points on a single page

» Hierarchical report - The Hierarchical report 1s a list of nodes, that leads to a single page of details per node.
s Static Device List - A striped down version of the device list

s Static Points List - A striped down version of the Points list

s BACnet XML - XML version of data

*» BACnet Data - Text version of data

Figure 4.4-3 - Example HTML Report output

To access all the report files, click on the Diagnostics menu and click the “View debug files” option. A file
explorer will open at the CAS BACnet Explorer install directory. All the reports will be stored in the “reports”
folder. See image below:

exports /2172016 2:01 PM File folder
logs 5/31/2016 953 AM  File folder
5/14/2019 1:56 PM File folder
|2 databaze.db 5/31/2016 10:01 AM  Data Base File 19 KB
|j Debuglog.tt 5/14/2019 1:57 PM Text Document 2 KB
|j dump.tet 5/14/2019 1:56 PM Text Document 1KE
|j licensetut 531206 10:02 AM Text Document 1 KB
|j monitorlistSettings.bd 8/6/201710:37 AM Text Document 1KB
4 mstp_log.pkt 1/4/2019 1:33 PM Wireshark capture... 5993 KB
e packets.pkt 5/14/2019 1:25 PM Wireshark capture... 1KE
Settings.json 5/14/201911:37 AM JSOM Source File IKB
# style.css 571472019 1:56 PM €55 Source File 1KB
Figure 4.4-4 - Reports Directory
3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
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4.5 Monitor

The Monitor action opens a Monitor List. Object and Device properties can be added to this list. Any values in
this list are polled automatically over time and allows users to quickly take a glimpse of specified values over
time.

> oF
@ % B O |
Cancel||Refresh|| Report | Monitor) About | |Settings|[  Exit

Figure 4.5-1 - Toolbar Action — Monitor

Clicking on the “Monitor” action will open the following dialog:

B | Monitor list >
f / % o | — T This table is used to monitor spedfic properties of certain objects. You can
I . [ @\d [ add new objects to this list by right dicking an them in the main window and
Save ||Refresh Settings| Exit selecting “add this object to monitor list?context menu,
Metwark Type Metwark Device Ohject Type  Ohject ID object_name present_v...
BACnet IP local area 359001 analog_input 1 Daily High ... 24.270

Figure 4.5-2 - Monitor List

To add a property to the monitor list, find the property in the BACnet tree, right-click and click the “Add this
object to the monitor list”.

The Monitor List dialog has the following toolbar actions:

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
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A=
load | Save ||Refresh Settings|  Exit
Figure 4.5-3 - Monitor List Actions

45.1 Load

Opens a file browser to search for a saved monitor list profile to load. The profile is an XML file that contains a
list of all the objects and properties that are being monitored.

Selected the file to use. Default is monitor_list.xml. Then press the “Open” button to load the file.

45.2 Save
Saves a monitor list profile as an XML file. Click the “Save” action and provide a name for the profile file.

If successful, the following notification will appear:

The file has been saved.

Figure 4.5-4 - Monitor list save success

4.5.3 Refresh
Click the “Refresh” to immediately refresh all of the values in the Monitor List.

4.5.4 Remove
Select a row in the Monitor List, then click the “Remove” action to delete that entry from the Monitor List.
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Click on the “Settings” action to open the Monitor List Settings dialog:

Settings
Properties
ID Mame
244 (0nF4) absentee_limit
175 (DnAF) accepted_modes
245 (0xF5) access_alarm_events
246 (0wFa) access_doors
247 (0xF7) access_event
248 (0xF8) access_event_authent...
249 (0xF9) access_event_credential
322 (0x142) access_event_tag
250 (0xFA) access_event_time
251 (0xFE) access_transaction_gve...

Add ==
<= Remove

<= Remove all

[ox ]

Selected Properties

D Marne

77 (0x4D)
85 (0x55)

object_name
present_value

Figure 4.5-5 - Monitor list settings dialog

On the settings page, select different properties to either add to be monitored, or remove. You can also
remove all the currently monitored properties to start from a clean slate. Click “OK” to close the dialog.

4.5.6 Exit

Click the “Exit” action to close the Monitor List dialog.
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4.6 About

The “About” action opens the About Page that contains information about the application.

1 3P

% aa 2 | e
Refresh| | Report || Monitory About §Settings|[ Exit
Figure 4.6-1 - Toolbar Action — About

Clicking the “About” action opens the following dialog:

Settings x

- About About

. MSTP Settings
License

i Auto Update
Version Info

CAS BACnet Explorer v2.02aW
Last Updated: Feb 21 2014

ELLA
Comments, Suggestions and Help

Your comments will be sent anonymously.

If you require a response please indude some contact information (Mame, Email, Phone
number., ..} If you encountered an error please take care to describe the error messages
and any steps to reproduce it.

Send Vist: Chipkin.com

K Cancel Apply

Figure 4.6-2 - About dialog

The About Page contains the application version info, the EULA (End User License Agreement) as well as a
Comments, Suggestions, and Help section. You can also open a web browser to visit Chipkin.com by clicking
on the “Visit: Chipkin.com” button.
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4.7 Settings

The “Settings” action opens the Settings Page which contains multiple subpages for different settings of the

application.
NENEIEIR
Monitor

Cancel||Refresh| | Report About
Figure 4.7-1 - Toolbar Action — Setting

Clicking the “Settings” action opens the following dialog:

Settings x

- About Metwork
... Preferences

Network Metworks BACnet IP BACnet M5TP

MSTP Settings []BACnet IP BACnetIP Port | 47808 Comm port COM3
- License []BaCnet Ethernet Baud rate 76300
i Auto Update *BACnet MSTP MAC address must be
[]BACnet MSTP unique on the M5TP netwark. MAC Address = 1 (0x01)

Select a network device

ID  IP address Mame
0 192.168.1.62 'Realtek PCIe GBE Family Controller' on local host

Refresh

Concel | [ il

Figure 4.7-2 - Settings Page

The Settings page contains multiple subpages.

4.7.1 About
See Section 4.6 About for more information.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved

1-866-383-1657 Chipkin.com Page 33 of 69


http://www.chipkin.com/

Chipkin™ CAS BACnet Explorer User Manual

4.7.2 Preferences
The Preferences page contains general settings for the application.

Settings *
o About Preferences
L Metwork
MSTP Setti Object index method - Polls a device for each of its object one by one instead ofin a
o Ings single message. If a device has a lot of object it will not be able to respond with a
License complete list of object in a single packet and the object index method will be required.
i Auto Update This methed is slower then requesting the object listin a single packet but is
supported by more devices,
Default: True

Read property multiple - Some BACnet devices do not support the service "Read
property multiple? You can disable this utility from using this service by un-checking
this option, It will take longer to discover properties of devices and objects without
zervice enabled.

Default: True

Enabled FYI Messages

FYI Message &

1 FY1 #001 - No Metwaorks are enabled.

2 F1 #002 - Reading the object list from this device with object index m...

3 FY1 #003 - Object index method is disabled.

HE: FY1 #004 - A newer version of this utility is avaliable.

5 FY¥1 #005 - Error in connecting to Chipkin, com

&  FYI #0065 - Mo Devices found

7 FY1 #007 - Local area network 4

Cancel Apply

Figure 4.7-3 - Settings — Preferences

The following options are available:

e Object index method — Polls a device for each of its object one by one instead of in a single message. If
a device has a lot of objects will not be able to respond with a complete list of objects in a single packet
and the object index method will be required. NOTE: This method is slower then requesting the object
list in a single packet but is supported by more devices. Default — True (enabled).

e Read property multiple — Some BACnet devices do not support the service Read Property Multiple.
You can disable this application from using Read Property Multiple by un-checking this option. NOTE:
It will take longer to discover properties of devices and objects without the service enabled. Default —
True (enabled).

e Enabled FYI Messages — you can turn off various FYl messages from being displayed in the BACnet tree.
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The Network page contains settings for enabling and setting up the various BACnet networks.

Settings
----- About Metwork
----- Preferences
Network Metwarks BACnet IP BACnet MSTP
- MSTP Settings [1BACnet IP BACnet IP Port Comm part COM3
License [|BACnet Ethernet Baud rate 75300
i Auto Update * BACnet MSTP MAC address must be
[]BaCnet msTP unique on the MSTP network. MAC Address = 1 (0x01)
select & network device
ID  IP address Mame
0  192.168.1.62 'Realtek PCle GBE Family Controller' on local host
Refresh
Corcel | el
Figure 4.7-4 - Settings — Network
Networks
Select the BACnet networks to use. Available networks:
e BACnetIP

e BACnet Ethernet
e BACnhet MSTP

BACnet IP
Select the port that the CAS BACnet Explorer will use for BACnet IP communication. The default is 47808.

BACnet MISTP
If using BACnet MSTP, select the settings for the RS485 serial port.
e Comm port — The comm port on the computer that is the RS485 serial port.
e Baud rate — The baud rate for the serial communication
e MAC Address — The BACnet MSTP MAC address to assign to the CAS BACnet Explorer. Note: The
BACnet MSTP MAC address must be unique to the MSTP network.
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Select a network device
This is a list of all the NIC (Network Interface Cards) installed on the computer. This can include Wi-Fi cards
and virtual networks. Select the network interface that is connected to the BACnet network.

Click the “OK” button to save the Network settings.

4.7.4 MSTP Settings
The MSTP Settings page contains specific settings for the MSTP network.

Settings x
;- About MSTP Settings
Preferences
Metwark Mame Value  Description
MSTP Settings max_master 127 This parameter represents the value of the Max_Master property of the node's Device object.
License max_info_frames 1 This parameter represents the value of the Max_Info_Frames property of the node's Device ok
b Auto Update paoll 50 The number of tokens received or used before a Poll For Master cyde is executed. Default: 50.
retry_token 1 The number of retries on sending Token. Default: 1.
min_octets 4 The minimum number of DataAvailable or ReceiveError events that must be seen by a receiving
frame_abort =] The minimum time without a DataAvailable or ReceiveError event within a frame before a receiv
no_token 500 The time without a DataAvailable or ReceiveError event before dedaration of loss of token, De
reply_timeout 255 The minimum time without a DataAvailable or ReceiveError event that a node must wait for a st
slat 10 The width of the time slot within which a node may generate a token: 10 miliseconds.
£ >
Reset all to defaults Edit
oK Cancel Apply

Figure 4.7-5 - Settings - MISTP Settings

Click the “Edit” button to change the MSTP Settings. Note: If you are unsure about what these settings mean
in BACnet MSTP, please do not change them. Contact Chipkin for support.

Click on the “Reset all to defaults” to reset any changed settings.

Click “OK” to close the MSTP Settings page.

4.7.5 License
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The License Page contains all the information about the current license, whether that be the green USB key or

the software key.

Settings

. MSTP Settings

| icense

- Auto Update

License

Key Info

Email Address

Product Key

AF1077A0DZ165E0DBCTFOCCED 124 184C3A69118 157ETEQZAF 740 54FECEBBS300 A

Please copy and paste the activation key from your email into this dialog and dick
activate, The activation key iz a very long string of uppercase numbers and letters
with nao spaces. If you do not have an activation key, you can request now by
entering a valid email address and dicking the request a key button.

Activate Request a key

Cancel Apply

Figure 4.7-6 - Settings - License

For more information on requesting a software key, please refer to Section 3.3.1 Requesting a License.
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The Auto Update page contains a button “Check for updates” that when pressed will check to see if there is a
newer version of the CAS BACnet Explorer.

W 1o Update

Chedk for updates

0K

Cancel

Apply

Settings *
----- About Auto Update
----- Preferences
. Metwork Auto update
MSTP Settings This utility can call home and check to see if there is a more up to date version.
i d The utility can check for updates every time it starts up or on command.
i License

4.8 Exit

Figure 4.7-7 - Settings - Auto Update

The Exit action will cancel any currently running actions and close the CAS BACnet Explorer application.

gloEelx
M= X
Cancel || Refresh|| Report | [ Monitor| About ||Settings

Figure 4.8-1 - Toolbar Action - Exit
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5. MENU ITEMS

The following descriptions are of the menu items found at the top of the CAS BACnet Explorer.

5.1 File

CAS BACnet Explorer

File Advanced Diagnostics Help

The file menu contains various admin functions.

5.1.1 Settings

The Settings menu item opens the Settings Page.

See Section 4.7 Settings for more information.

5.1.2 Export to EDE
The Export to EDE menu item opens the Export to EDE dialog. This form is used to generate EDE formatted csv
files based on the selected device. Note: You must first select a BACnet device in the BACnet tree before

clicking the Export to EDE option.

3381 Cambie Street, #211

Export to EDE

Export to EDE

Expart to EDE will take the selected device and export its objects to an EDE formatted csv
file. Two other files can also be generated, Units and Object Types.

Project Mame

Version of Reference File

Author of Last Change |

File Save Location™ Browse...

* Mote: If File Save Location remains blank, it will default to the My Documents Folder,
Export File Options

[]EDE.csv File [ Units.csv File (] objectTypes.csv File

Cancel

Figure 5.1-1 - Export to EDE Dialog
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Provide the following:
e Project Name: A name for the project, used in the output EDE file.
e Version of Reference File: The version for this file, used in the output EDE file.
e Author of Last Change: The author who generated the file.
e File Save Location: Where to store the generated files. If kept blank, the files are generated in the CAS
BACnet Explorer My Documents folder.

Select the files to Export:
e EDE.csv File —the EDE file
e Units.csv File — contains a list of BACnet units
e ObjectTypes.csv File — contains a list of BACnet object types.

Click the “Export” button to close the dialog and generate the EDE files. Otherwise, click the “Cancel” button
to simply close the dialog.

5.1.3 Save Profile
The Save Profile menu item opens a Save File dialog where a user can save the profile of the BACnet tree as a
text file.

The default saved file name is profile.txt

This file can later be used with Load Profile to pre-populate the BACnet tree instead of having to re-discover all
the BACnet devices. This can save time on sites that you are re-visiting that have many devices with lots of
BACnet objects.

5.1.4 Load Profile
The Load Profile menu item opens a Load File dialog where a user can load a profile.txt file.

When the file is loaded, the BACnet tree is populated based on the contents of the file.

The user can then refresh the data points or rediscover to see if any new devices and objects have been
added.

5.1.5 ClearTree
The Clear Tree menu item deletes all entries in the BACnet tree allowing the user to proceed with a fresh clean
slate.

5.1.6 Quit
The Quit menu item closes the CAS BACnet Explorer.
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5.2 Advanced

The Advanced menu contains ways for the user to send specific BACnet messages by filling out the specific
forms.

5.2.1 Whols
The Who Is menu item opens the Who-Is dialog that allows a user to send a specific BACnet Who-Is message.
Whao s 4
Who ig

Fram this dialog you can query the BACnet network for a small subset of devices.
This is espedally useful an large networks with hundreds of devices and objects,

IP

P Addross: 255 . 255 . 255 . 255 |[]Broadcast
MEDU

Metwork: 63333 Broadcast

APDU

APDU Type: | Unconfirmed Request (1) |
Service Choice: | who_Is (8) |

Low device instance | 0

High device instance | 4154303 all

Figure 5.2-1 - Who-Is Dialog

The Who Is form as the following fields:

IP

If the Broadcast is checked, the CAS BACnet Explorer will send a Who Is message to the global IP Address of
255.255.255.255. Otherwise, the CAS BACnet Explorer will send a Who Is message either to a local broadcast
address if supplied, for example: 192.168.1.255, or directly to a specific IP address.

NPDU

If the Broadcast is checked, the CAS BACnet Explorer will broadcast the Who Is message to all BACnet
networks using the value of 65535. Otherwise, the CAS BACnet Explorer will send the Who Is message to the
specified BACnet network.
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APDU
e APDU Type: describes the BACnet APDU type of this message. Not changeable.
e Service Choice: describes the BACnet Service choice of this message. Not changeable.

e Low device instance / High device instance: If All is checked, the Who Is message is asking for all

device instances. Otherwise, the Who Is message looks for devices with instances within the range of
low instance to high instance inclusively.

Click the “Send” button to send the Who Is message. Or click the “Cancel” button to close the form and do
nothing.
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5.2.2 WhoHas
The Who Has menu item opens the Who-Has dialog that allows a user to send a specific BACnet Who-Has
message.

Who Has ot

Who Has

Fram this dialog you can query a BACnet network for a device that contains an object with
a spedfic name or object identifier. This is useful for finding an unknown device if you
only have access to objects and their names.,

IP

IP Address: 255 . 255 . 255 . 255 | [»]Broadcast
MPDU

Metwark: 65535 Broadcast

APDU

APDU Type: Unconfirmed Request (1)

Service Choice: who_Has (7}

Low device instance | 0
High device instance 4154303 All

Search by Object

Object Identifier: analog_input (1) w I:I
[]search by Name

MName:

Cancel

Figure 5.2-2 - Who-Has Dialog

The Who-Has form has the following fields:

IP

If the Broadcast is checked, the CAS BACnet Explorer will send a Who-Has message to the global IP Address of
255.255.255.255. Otherwise, the CAS BACnet Explorer will send a Who-Has message either to a local
broadcast address if supplied, for example: 192.168.1.255, or directly to a specific IP address.

NPDU

If the Broadcast is checked, the CAS BACnet Explorer will broadcast the Who-Has message to all BACnet
networks using the value of 65535. Otherwise, the CAS BACnet Explorer will send the Who-Has message to
the specified BACnet network.
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e APDU Type: describes the BACnet APDU type of this message. Not changeable.

e Service Choice: describes the BACnet Service choice of this message. Not changeable.

e Low device instance / High device instance: If All is checked, the Who-Has message is asking for all
device instances. Otherwise, the Who-Has message looks for devices with instances within the range

of low instance to high instance inclusively.

e Search by Object: If checked, provide the Object Identifier to search for.

e Search by Name: If checked, provide the Name to search for.

Note:

Either Search by Object or Search by Name must be checked, not both.

Click the “Send” button to send the Who-Has message. Or click the “Cancel” button to close the form and do

nothing.

5.2.3 Read Property Index

The Read Property Index menu item opens the Read Property Index dialog that allows a user to send a Read

Property message by specifying the properties to poll.

Note: A device or object must be selected in the BACnet tree.

Read property index

Read property index

From this dialog you can read several properties of a object at once,

Ohject Identifier: device (8) w || 389001
Property Identifier:

D Mame o
[ 244 (0xF4) absentee_limit

[ ] 175 (0xaF) accepted_modes

[ ] 245 (0xF5) access_alarm_events

[ ] 246 (0xFa) access_doors

[] 247 (0xF7) gccess_event

[] 242 (0xFa) access_event_authentication_factor

[] 249 (0xF9) access_event_credential

M1 9979 MMt AT crmmimn mvame oA W

Select All Select Mone Select Profile; | device (8) o

Figure 5.2-3 - Read Property Index Dialog

The Read Property Index form has the following fields:
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Object Identifier
This is the object that will be polled using the Read Property message. This should be pre-filled based on the
object or device that was selected.

Property Identifier
Select the BACnet Properties to poll for. All the properties are in alphabetical order.

To select all, press the “Select All” button
To select none, press the “Select None” button.

Click the “Send” button to send the Read Property message. Or click the “Cancel” button to close the form
and do nothing.
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5.2.4 Read Property
The Read Property menu item opens the Read Property dialog that allows users to send a Read Property
message for a specific property.

Read Property >

Read Property
From this dialog you can send a ‘Read property' or ‘Read property multiple’ request to a
spedific device fobject.

Metwork

Metwork Type: BACnet IP

IP Addresss: .0 .0 1

MAC Address:

MPDU

Metwork: Q798078

Device Instance: 552465245

APDU

APDU Type: Confirmed Request (0) |

Service Choice: readPropertyMultiple (14) w

Object Identifier: analog_input (0) e I:I

Property Identifier: | acked_transitions (0) e

Figure 5.2-4 - Read Property Dialog

The Read Property form as the following fields:

Network
Select the network connection information of the BACnet Device

e Network Type: Choose the BACnet network to use. If only one network type was enabled, then that
network type is automatically selected.

e IP Address: If using BACnet IP or BACnet Ethernet, provide the IP Address of the BACnet device.

e MAC Address: If using BACnet MSTP, provide the BACnet MSTP MAC Address of the BACnet device.
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NPDU
Select the NPDU settings for the BACnet Device

e Network: The BACnet network number the device is on. If on the local network, use 0.
e Device Instance: The BACnet Device Instance number of this device.

e APDU Type: describes the BACnet APDU type of this message. Not changeable.
e Service Choice: choose between Read Property or Read Property Multiple.
e Object Identifier: Select the Object Type and Object instance to poll for.
o If you select the Proprietary Object Type, you can fill in a number in the Proprietary Object field.
e Property Identifier: Select the BACnet Property to poll for.
o If you select the Proprietary Property you can fill in a number in the Proprietary Property field.

Click the “Send” button to send the Read Property or Read Property Multiple message. Or click the “Cancel”
button to close the form and do nothing.
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The Write Property menu item opens the Write Property dialog that allows users to send a Write Property

message to change the value of a specific property.

Note: A device or object property must be selected before clicking the Write Property menu item.

Write property

errar.

ariginal value of 0.01

'1'=active.

Data type formats:

Boolean: Format: 1 = true, 0 = false. Example: 1

Date: Format: MM/DDMNYYY. Example: 04/15/1983

Time: 24 hour dodk, Format: HH:MM:S55, Example: 13:16:56
Object Identifier:

Property Identifier: present_value (25)

analog_input: 0

Some BACnet properties are not writable. If the property is not writable the device should &
return an error message. Faor example: The (Present value) property should be writable for
most Analog outputs objects, but not Analog inputs. If you attempt to write to the (Present
value) property of a Analog input you will probably get a Error: WRITE_ACCESS_DEMIED

Even thou it may seem that the write was successful, depending on your device the value
may be unexpected. For example: If your write a 0.01 (REAL) to a analog input and the
device only supports unsigned int the device may round the write value to 0.0 instead of the

Binary outputs use a 'enumerated’ data type with a value of either '0'=inactive, or

X

Data Value: | 65
Priorty Undefined w
Data Type: Real (4 ~

Cancel

Figure 5.2-5 - Write Property Dialog

The Write Property form has the following fields:

Data Value

The value to attempt to write to the property. The value should be formatted based on the selected Data

Type:

e Boolean: 1-=true, 0="false. Example: 1
e Date: MM/DD/YYYY. Example: 05/16/2019

e Time: 24-hour clock format: HH:MM::SS. Example: 13:16:56

e BitString: Array of 1's or 0’s where 1 =true, 0 = false, max of 200. Example: 101011

e OctetString: Array of bytes. Example: 010203

e CharacterString: String of characters. Example: This is an example.
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e Object Identifier: ObjectType with underscores instead of spaces and with the instance number in
parentheses. Example: Analog_input (12345).
¢ Double, Real, Signed Integer, Unsigned Integer, Enum: Regular values. Examples:
o Double: 123456789.987
Real: 1.2345
Signed Integer: -987
Unsigned Integer: 123456
Enum: 12. Note if writing to Binary Outputs or Values present value property, data type will be
Enumerated and use a value of 0 for inactive or 1 for active.

©)
©)
©)
©)

Priority
If writing to an object that uses a priority array (Analog Output, Binary Output, Multi-state Output, or others),
then you can specify a priority to write the value to that specific priority. If unsure, leave value as Undefined.

Data Type
Select the data type of the value to write. This should be pre-filled based on the property that you are
attempting to write to, but if you are testing error states, then change the data type as needed.

Click the “Send” button to send the Write Property message. Or click the “Cancel” button to close the form
and do nothing.

5.2.6 Export for Philips Teletrol
This function is not generally used.
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5.3 Diagnostics

The Diagnostics menu items open dialogs that contain information helpful for troubleshooting.

5.3.1 MSTP Network Status
The MSTP Network Status menu items opens the MSTP Network stats window that contains various statistics
and suggestions about the MSTP network.

B | MSTP Metwork stats *
Mame Value Description 2
bytes_waiting 0 This is the amount of bytes that are in the recy buffer, If this number is greater then &8, v
done_with_pfm 0 This is the amount of times that the CAS BACnet Explorer has completed the process of se
eat_an_octet 0 The number of BYTES that were skipped while processing MSTF frames
generate_token 0 Mo one is talking on the network, assume that this station is the lowest MAC address on th
lost_token 0 The token appears to be lost, This station will go in to a state waiting for another station t
next_station 0 This is the Mext Station, the MAC address of the node to which This Station passes the tol
nothing_to_send 0 When the CAS BACnet Explarer has no MSTP messages to send this count will increment, ~
poll_station 0 This is the Poll Station, the MAC address of the node to which This Station last sent a Poll f
previous_station i This is the Previous Station, the source address of the last station to send This Station a b
received_pfm i This is the amount of times that the CAS BACnet Explorer has received a mstp.poll_for_me
received_unwanted_frame 0 The amount of frames received that are not meant for us. This is normal
recv_bytes ] The amount of BYTES that this station has received.
recv_frame ] The amount of MSTP frames that this station has received. W
£ >

MSTP connection issues
FYI £1002: This station has received zero bytes, Chedk your wiring

Close

Figure 5.3-1 - MSTP Network Stats

Please contact Chipkin for help with determining what these statistics mean.

Click the “Close” button to close this window.
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5.3.2 View Debug Files
The View Debug Files menu item opens a file explorer in the CAS BACnet Explorer My Document directory.

Documents » CAS BACnet Explorer v Search CAS BACnet Explorer |
- Mame - Date modified Type Size

exports 7212016 2:01 PM File folder

logs 53172016 353 AM File folder

reports 571472019 1:56 PM File folder
|=| Debuglog.bt 516/20199:16 AM  Ted Document 7 KB
= dump.bd 571472019 1:56 PM Text Document 1 KB
=] licensebd 5/31/2016 10:02 AM  Text Document 1 KB
|=| monitorListSettings.bd 9/6/2001710:37 AM Text Document 1 KB
e mstp_log.pkt 1/4/2019 1:33 PM Wireshark capture... 5,993 KB
oe packets.pkt 316/20199:11 AM  Wireshark capture... 3 KB

Settings.json 516/201% 8:56 AM  J50MN Source File 3 KB
# style.css 571472019 1:56 PM C55 Source File 1KB

Figure 5.3-2 - CAS BACnet Explorer My Documents Directory

The debug files that are relevant are the following:

e Debuglog.txt — debug log of all the operations of the CAS BACnet Explorer.

e Dump.txt — contains a text file of the BACnet tree contents.

e Mstp_log.pkt —if using BACnet MSTP, this wireshark log contains the MSTP traffic.

e Packets.pkt —if using BACnet IP or BACnet Ethernet, this wireshark log contains the BACnet traffic.

Note: Packets.pkt file gets updated when the CAS BACnet Explorer is closed.
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5.3.3 Network Stats
The Network Stats menu item opens the Network Stats window that contains statistics about the different
BACnet messages sent and received by the CAS BACnet Explorer.

B | Metwork stats >
Setting Value Description
Confirmed_request messages 0 Reguests for information from the server BACnet device, Ex
Unconfirmed_request messages 4 Example messages: Who-s
SimpleACK messages 0 Example messages: \Write property ack
ComplexACK messages 2 Example messages: Read property ack, Read property mult
SeamentAck messages 0 Example messages: Read property multiple ack
Error messages 1 Errors responces to Confirmed Request type messages
Reject messages U] Rejects responces to Confirmed Request type messages
Abort messages i Abort responces to Confirmed Reguest type messages
IUnknown messages 0 Vendor proprietary PDU messages that could not be decoder
£ >

Figure 5.3-3 - Network Stats

Click the “Close” button to close the Network Stats window.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
1-866-383-1657 Chipkin.com Page 52 of 69


http://www.chipkin.com/

Chipkin™ CAS BACnet Explorer User Manual

5.3.4 Show Errors
The Show Errors menu item opens the Error window. This window contains any BACnet errors that are
received by the CAS BACnet Explorer.

B Error >

/ . An Error has occurred.
'-o-' Double-Click on the error ar Single-Click and press the More
= information button to show more information,
If possible the current task will continue

D Time Description
1 09:11:23 BACnet Error: UNKMNOWN_PROPERTY (32) - access_alar...

Popup on Error More information Exit

Figure 5.3-4 - Error Window

The Errors are listed with the most recent as listed first.

You can double-click on an error or select an error and press the “More Information” button to open the error
details. An example:
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Error message

Error: 1

Time: 0%:11:23

Metwork Type: IP

Metwork: t]

Device Address: 389001

Property: access_alarm_events

BACHet Error: UMENOWRMN_PROPERTY (32] - access_alarm_svents
[245)

DESCRIPTICHMN:

A Property_ldentifier has been specified in a service parameter
that is unknown or unsupported in the addressed BACnet
device for objects of the referenced object type.

CALSE:
Polling for a property on a device or object that does not
exist.

RESOLUTION:

- Select a different property

- Check the device specification to see if this property is
normally available

s

Figure 5.3-5 - Error Details

The “Popup on Error” checkbox, if checked, will cause the Error window to appear and gain focus if an error
occurs. To disable this feature, uncheck the box.

Click on the “Exit” button to close the Error window.
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5.4 Help

The Help menu items contains information about the application.

5.4.1 About
The About menu item opens the About window. See Section 4.6 About.

5.4.2 Check for Updates
The Check for Updates menu item causes the CAS BACnet Explorer to check if there is an updated version of

the application.

If no updates are available, you will see the following:
FY¥l 2012 ot

@ FYI £018 - No Updates available at this time.

Figure 5.4-1 - FYI #18

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
1-866-383-1657 Chipkin.com Page 55 of 69


http://www.chipkin.com/

Chipkin™ CAS BACnet Explorer User Manual

6. Right-Click Menus

This section describes the functions of the right-click menu items.

6.1 General

These menu items are always available, no matter what BACnet tree node is selected.

6.1.1 ClearAll
This menu item clears the entire BACnet tree. See Section 5.1.5 Clear Tree.

6.1.2 Copyas Text
Copies the selected BACnet tree node’s text to the clipboard.

6.1.3 Remove ltem
Removes the selected BACnet tree node from the BACnet tree.

6.2 BACnet and Network Node

These menu items are available when right-clicking on one of the BACnet Nodes (BACnet IP, BACnet Ethernet,
BACnet MSTP) or a Network Node.

6.2.1 Discover
Opens the Discover Dialog with the Discover Devices checked. See Section 4.1 Discover for more information.

6.2.2 Refresh
Refreshes the current node and all other sub-nodes. See Section 4.3 Refresh for more information.

6.2.3 Advanced

Who Is
Opens the Who Is Dialog. See Section 5.2.1 Who Is for more information.

Who Has
Opens the Who Has Dialog. See Section 5.2.2 Who Has for more information.

6.3 Device Node

These menu items are available when right-clicking on one of the BACnet Device nodes.

6.3.1 Discover
Open the Discover Dialog with the Discover device’s properties and Discover objects checked. See Section 4.1
Discover for more information.
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6.3.2 Refresh
Refreshes the Device’s properties and its objects and objects’ properties. See Section 4.3 Refresh for more
information.

6.3.3 Export to EDE
Opens the Export to EDE Dialog. See Section 5.1.2 Export to EDE for more information.

6.3.4 Time Synchronization
Opens the Time Synchronization Dialog that allows users to send a BACnet Time Synchronization message to
the selected device.

Tirne Synchronization >

The TimeSynchronization function allows the local time of @ BACnet Device to be set.

If the message was received and processed successfully, then the local_date and
local_time propertiesof the BACnet Device should be updated to reflect the change.

Date and Time formats:
Sync Date: MMDDMNYYY, Example: 01212013
Sync Time: 24 Hour Clodk: HH:MM:55, Example: 14:23:55

Chedk the "Use Current Time™ box to automatically use the computer's current time.,

[]use Current Time

Device Identifier | 389001 |
Sync Date | 16/05/2019 |

Sync Time | 11:20:36 |

Figure 6.3-1 - Time Synchronization Dialog

Check the Use Current Time box to sync the device’s time using the Computer’s current time, or if unchecked,
specify the Sync Date and Time.

Click the “Send” button to send the Time Synchronization message or click the “Cancel” button to simply close
the dialog.

6.3.5 Add this object to monitor list
Adds the device as an object to the monitor list.

6.3.6 Add this device’s objects to monitor list
Adds all this device’s objects to the monitor list.
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6.3.7 Advanced

Who Is
Opens the Who Is Dialog. See Section 5.2.1 Who Is for more information.

Who Has
Opens the Who Has Dialog. See Section 5.2.2 Who Has for more information.

Read Property
Opens the Read Property Dialog. See Section 5.2.4 Read Property for more information.

Read Property Index
Opens the Read Property Index Dialog. See Section 5.2.3 Read Property Index for more information.

6.4 Object Node

These menu items are available by right-clicking on a BACnet object node.

6.4.1 Discover
Open the Discover Dialog with the Discover objects and Discover object’s properties checked. See Section 4.1
Discover for more information.

6.4.2 Refresh
Refreshes this object and its properties. See Section 4.3 Refresh for more information.

6.4.3 Add this object to monitor list
Adds this object to the monitor list.

6.4.4 Add this device’s objects to monitor list
Adds all the objects from the device that this object belongs to the monitor list.

6.4.5 Advanced

Who Is
Opens the Who Is Dialog. See Section 5.2.1 Who |s for more information.

Who Has
Opens the Who Has Dialog. See Section 5.2.2 Who Has for more information.

Read Property
Opens the Read Property Dialog. See Section 5.2.4 Read Property for more information.
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Read Property Index
Opens the Read Property Index Dialog. See Section 5.2.3 Read Property Index for more information.

Write Property
Opens the Write Property Dialog. See Section 5.2.5 Write Property for more information.

6.5 Property Node

These menu items are available by right-clicking on a BACnet property node.

6.5.1 Discover

Open the Discover Dialog with the Discover object’s properties checked. See Section 4.1 Discover for more
information.

6.5.2 Refresh Object

Refreshes this object and its properties. See Section 4.3 Refresh for more information.

6.5.3 Refresh Property
Refreshes this property only. See Section 4.3 Refresh for more information.

6.5.4 Write Property
Opens the Write Property Dialog. See Section 5.2.5 Write Property for more information.

6.5.5 Relinquish Property
Opens the Relinquish Property Dialog. Should only be used on the Present Value property of an object that
uses priority arrays (Analog Output, Binary Output, Multi-State Output, and others).

Dialeg *

When all elements of the priority table array contain MULL, the
commandable property shall assume the value defined in the
Relinquish_Default property of the abject.

It is possible for an application entity to relinguish at a priority other
than its own, resulting in unpredictable behavior. If more than one
application is assigned the same priarity, it is possible for one application
entity to write-over (or relinguish) the commands from the other
application entity, resulting in unpredictable operation. To minimize this
possibility, it is very important not to allow more than one commanding
entity to assume the same priarity level within the system,

Object Identifier: analog_input: 79

Property Present Value
Data Type: MLILL
Priorty e

Figure 6.5-1 - Relinquish Property Dialog
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The Relinquish Property will attempt to write a null value at a specific priority.

III

Choose the Priority to write to and click the “Send” button to send the message. Otherwise, click the “Cance
button to close the dialog.

6.5.6 Add this object to monitor list
Adds this object to the monitor list.

6.5.7 Advanced

Who Is
Opens the Who Is Dialog. See Section 5.2.1 Who Is for more information.

Who Has
Opens the Who Has Dialog. See Section 5.2.2 Who Has for more information.

Read Property
Opens the Read Property Dialog. See Section 5.2.4 Read Property for more information.

Read Property Index
Opens the Read Property Index Dialog. See Section 5.2.3 Read Property Index for more information.

Write Property
Opens the Write Property Dialog. See Section 5.2.5 Write Property for more information.

3381 Cambie Street, #211 © 2019 Chipkin Automation Systems
Vancouver, BC, Canada, V5Z 4R3 All rights reserved
1-866-383-1657 Chipkin.com Page 60 of 69


http://www.chipkin.com/

Chipkin™ CAS BACnet Explorer User Manual

7. BACNET FUNCTIONALITY

This section contains instructions on how to perform various BACnet requests. All this information can already
be found in the previous sections, but this section is more stream-lined towards providing instructions on how
to send a specific BACnet message.

7.1 Sending a Who-Is Message

There are two ways of sending a BACnet Who-Is message in the CAS BACnet Explorer.

1) Use the Discover dialog to discover any devices. See Section 4.1 Discover for more information.

2) Use the Advanced menu Who-Is option or the right-click menu to open the Who-Is Dialog. See Section
5.2.1 Who Is for more information.

7.2 Sending a Who-Has Message
To send a BACnet Who-Has message, either use the Advanced menu Who-Has option or the right-click menu
to open the Who-Has Dialog. See Section 5.2.2 Who Has for more information.

7.3 Sending a Read Property or Read Property Multiple Message

There are 3 ways of sending a BACnet Read Property or Read Property Multiple Message.

1) Use the Discover dialog to discover device properties, objects, or object properties. All of these
options will cause the CAS BACnet Explorer to send a Read Property Multiple message (if enabled) or
Read Property messages to get all the values. See Section 4.1 Discover for more information.

2) Use the Advanced menu Read Property option or the right-click menu to open the Read Property
Dialog. See Section 5.2.4 Read Property for more information.

3) Use the Advanced menu Read Property Index option or the right-click menu to open the Read Property
Index Dialog. See Section 5.2.3 Read Property Index for more information.

7.4 Sending a Write Property Message

To send a BACnet Write Property message, either use the Advanced menu Write Property option, the right-
click menu option to Write Property, or double-click on the property in the BACnet tree. See Section 5.2.5
Write Property for more information.

7.5 Sending a Time Synchronization Message
To send a BACnet Time Synchronization message, right-click on a Device in the BACnet tree and select the
Time Synchronization option. See Section 6.3.4 Time Synchronization for more information.

8. TROUBLESHOOQOTING
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8.1 BACnet Network Status

The health and status of the different BACnet networks can be seen in the icons in the lower right corner of
the application.

Or Oeth W@ msTe

Figure 8.1-1 - Network Status

The color of the icons has the following meanings:
e Green — network is healthy and working properly.
e Red - network is not reliable or is in error.
e Grey — network is not enabled.

Clicking on any of the icons will open the statistics for those networks.

8.2 BACnet Network Stats

Clicking on the IP or Eth Icons described above will open the Network Stats page. You can also open the page
by clicking on the Network Stats menu item in the Diagnostics menu.

The Network Stats page contains information on the number of different BACnet messages received by the
CAS BACnet Explorer. See Section 5.3.3 Network Stats for more information.

Clicking on the MSTP icon described above will open the MSTP Network Status page. You can also open the
page by clicking on the MSTP Network Status menu item in the Diagnostics menu.

The MSTP Network Status page contains information about the MSTP state engine running in the CAS BACnet
Explorer as well as provide any suggestions of why the MSTP network may not be healthy. See Section 5.3.1
MSTP Network Status for more information.

8.3 Common Error Messages
The following are a list of common BACnet error messages that the CAS BACnet Explorer may receive. To see
the errors in the CAS BACnet Explorer, click on the Show Errors menu item in the Diagnostics menu.

Abort: Segmentation Not Supported

This is sent by BACnet devices usually in response to Read Property Multiple all messages when the CAS
BACnet Explorer is discover all the device’s properties. This can occur if there are too many properties or too
many objects of the device and all the information cannot fit in a single packet. The CAS BACnet Explorer will
automatically try again using the Read Property index method and poll for the properties individually.

Error: Unknown Property or Unknown Object
This is sent by BACnet devices usually in response to a Read Property or Read Property Multiple message that
is querying an object or property that does not exist in a device.
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Duplicate Devices Found on Network

This can occur if there are multiple devices on the BACnet network that have the same BACnet Device Instance
number. BACnet spec stipulates that all BACnet devices connected to the same BACnet intra-network must all
have unique BACnet Device Instance numbers.

You can double-click on the error to see more information, specifically the IP Addresses of the two conflicting
devices.

Error: Write Access Denied
This can occur if you attempt to send a Write Property message to a device where the object’s property is not
writable.

8.4 Common FYI Messages

The following are a list of common FYl messages that may appear in the CAS BACnet Explorer.

FYI #080 No BACnet devices detected
No BACnet Devices have been detected on the enabled networks.

Check that you have enabled the correct BACnet networks (MSTP/IP/Ethernet). Check that you have selected
the right network device (Correct Network card or Comm port). Check that there is a connection between you
and your BACnet devices.

Click the refresh button to attempt to rediscover the BACnet devices on your network

FYI #084 This device has gone online and offline one or more times
This device has not responded to one or more of our polls within a certain amount of time since we first
detected it. This can cause some of the properties of the object to be missing or out of date.

To change the time, it takes for a device to time out, click the settings button and change the device timeout
option.

The default timeout is 30 seconds.

FYI #086 Reject Read Property Multiple messages, using the alternative method
This device has rejected a certain type of message Read Property Multiple as unsupported.

We have an alternative method for discovering a device's properties. This method is much slower and
requests each property one by one but is supported by my most devices.

To select what properties to poll for on each device:
e Click the settings button the main dialog
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e Under the General settings tab on the left click Property Types
¢ Select the property types that you would like to poll for.

Note: The more properties that you select the longer it will take to discover each device.

FYI #093 Click the Refresh button to update the list of BACnet devices
You have either changed an option that required CAS BACnet Explorer to reset the BACnet tree or there are no
detected BACnet devices.

Click the refresh button to attempt to rediscover the BACnet devices on your network.

FYI #095 More than 50 properties are set to be scanned for, this may cause performance issues
You have selected more than 50 object properties to scan for if a device does not support read property
mutable.

With so many properties selected it could cause performance issues especially if the property does not exist
on the device.

We strongly suggest that you only include the properties that you need or limit the number of properties to
less than 50.

To change the selected properties to scan for:
e Click the settings button the main dialog
o Select the property types tab beneath the general settings tab on the left
o Select or deselect properties

FYI #098 Your current network device is invalid
You network device has become invalid.

This could have happened if you recently changed your IP address or installed/Enabled a new network card.

To change your network device:
e Click the settings button the main dialog
e Select network from the left
o Select a new network device, it should be the device that is connected to your BACnet network and it
should have an up address that does not equal 0.0.0.0

FYI #101 This is not a full list of properties (Override)
The list of properties associated with this object may not be completed because that use property list override
has been enabled.

This option caused CAS BACnet Explorer to only poll for certain selected properties.
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To enable or disable the use property list override or change what properties get polled:
e Click the settings button the main dialog
¢ Open the General settings tab on the left
o Select the Property types tab beneath the General settings tab on the left
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APPENDIX A: FAQ

The report is taking a long time, Why?
The report function is dependent on;

The number of devices and objects you have. For each device and object at least 2 messages are sent.
(What are your properties? Do you have any objects? )

The poll delay, the poll delay is the amount of time that the utility waits before sending another
command. The poll delay can be found in the settings menu.

The time that it takes for your device to respond to our polls. Some devices take a while to respond to
a poll, especially if they are MSTP devices.

The types of messages that your device accepts. If your device does not accept READ_PROPERTY_ALL,
then the utility will switch to the alternative method for retrieving an object’s properties. This method
is a lot slower, but it is supported on most devices.

You can increase the speed of the report function by;

Reducing the poll delay
Scanning only one network type at a time (BACnet IP only instead of Both)

I cannot see any of my BACnet devices, Why?
This could happen for a few different reasons:

The network device you have selected is not connected to your BACnet network. (Using the wrong
network card). Click network on the main dialog and select a different network device.

Note: Most wireless cards are NOT supported.
The network type you have selected does not have any devices, try using Both (BACnet IP and BACnet

Ethernet)
There are no BACnet devices on your network.

Do you support BACnet IP networks?

Yes

Do you support BACnet/Ethernet networks ?

Yes

Do you support BACnet/MSTP networks?

Yes
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What is WinpCap and why do | need to install it?
WinpCap is a windows packet capture library that allows CAS BACnet explorer to capture BACnet/IP and
BACnet/Ethernet packets.

You can find more information about WinpCap from there websitehttp://www.winpcap.org/

Where can | go for support with WinpCap?
Webpage http://www.winpcap.org/
FAQ;: http://www.winpcap.org/misc/fag.htm

Is my network card supported by your BACnet browser?
CAS BACnet explore supports all network cards that WinpCap supports.

A pretty complete list of supported adapters can be found
here: http://www.mirrorservice.org/sites/ftp.wiretapped.net/pub/security/packet-
capture/winpcap/misc/fag.htm#Q-16

| found a bug, what do | do?
You can report the bug in several ways

e By contacting us directly, Contact us
e Or by reporting it from with inside the application itself on the about box

Please provide contact information.

I can see that you are sending messages from the application to Chipkin.com why?
These messages are used to check to see if there is a new version of this application or to validate your
product key or sending feedback.

You can disable the auto update feature by un-checking the automatically check for updates check box on the
main display

I want feature XYZ
We are always open to suggestions please contact us:

e By contacting us directly, Contact us
e Or by reporting it from with inside the application itself on the about box.

I cannot find the product key email, have you send it?

We send the product key immediately and it should arrive within 1-10min. if you are using an online account
like Yahoo, Gmail, AOL the product key email may have been detected as spam, please check your spam
folder.
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if you still have not received your product key email please contact us.

Why am | being asked for a product key, | thought that this program was free?
This program is free for personal and testing use only. The free product key can be obtained from within the
program itself and should be delivered within 1-10min Settings -> License -> Request key

Why do the product keys expire so fast?
The free personal use key lasts for 30 day or 1 hour of running time, after this time you can request another
free personal use key.

Note: You can only request a total of 3 free keys. Please contact Chipkin if you require more time, or
to purchase a license.

Can | get a product key that lasts longer?
Yes, please contact us.

What is the priority array?

When a device receives a request for the present value to change it looks at the priority the request was sent
at. If the requests priority is equal to or higher than the present values priority, then the new value will be
accepted otherwise it is ignored.

Why shouldn't | just write with a priority of 17

If you were to write a objects present value with the priority of 1 then only other write with the priority of 1
would be able to overwrite it. In the field, most devices write at priority 15-6 and would not be able to change
the value.
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THANK YOU

Thanks for choosing Chipkin’s protocol gateways, data clients and integration services to meet your building
and industrial automation requirements!

Chipkin Automation Systems™ (Chipkin) is a building and industrial automation protocol expert. We develop,
configure, install and support gateways (protocol converters), data loggers and remote monitor and
controlling applications.

Founded in October 2000, Chipkin provides expert solutions for converting BACnet®, Modbus®, and
Lonworks®—to name just a few—and enabling interfaces for HVAC, fire, siren, intercom, lighting,
transportation and fuel systems. The high-quality products we offer (including those from other vendors)
interface with Simplex™, Notifier™, McQuay™, GE™ and many others—so you can rest assured that we will
select the most appropriate solution for your application.

With Chipkin you are buying a solution. Our configuration expertise in this field combined with free BACnet
tools and other tools ensure your success; and our customer support via phone, email and remote desktop
tools means that we’re there when you need us. Chipkin is a small responsive company, and we live or die by

the quality of our service—and with offices in two-time zones—we can provide support when you need it.
Give us a call now!

Sales and Customer Service
Toll free: 1-866-383-1657
Email: salesgroupl@chipkin.com
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