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Accessing a Gateway through the Web Interface

Note, your computer needs to be on the same subnet as the gateway!

&€ > C ) A Notsecure | 192.168.2.101/login/

A Web Server Security Unconfigured

Web server security has not yet been configured for the gateway. You have the
option to continue with HTTP, which is not secure, or rather to use HTTPS.

When using HTTPS without an internet connection your browser will issue a
security warning.

When using HTTPS with an internet connection your browser will redirect you
to a trusted domain ie. https://192-168-1-24.gw.fieldpop.io for IP address
192.168.1.24 .

Use HTTPS (Recommended) I Continue with HTTP I




& > C (Y A Notsecure | 192.168.2.101/login/ ® & » ® :

Log In

Forgot Password?
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& > C ) A Notsecure | 192.168.2.101/webServerSecurityConfi... ©v

A Please select a web security profile from the options below.

®

Mode

() HTTPS with default trusted TLS certificate (requires internet connection to be trusted)
() HTTPS with own trusted TLS certificate

@® HTTP (not secure, vulnerable to man-in-the-middle attacks)

Notes About Passwords:
Lower case L’s appear as a line “I”

Upper case I's appear as the roman numeral “I”

The number one appears “1”

You can scan the QR code for the password




How to Install a new configuration file

1. Open Browser

Ml,|$c|ﬁ:iR|MR|Ms|c|=|\

2. Type in IP address of C O (S 1921681160

Gateway

3. Navigate to Setup/File
Transfer/Update
COnﬁgU ration € > C Y A Notsecure | 192.168.2.101/htm/fsguihtm#19_0ID ® % N . :

File Transfer

Navigation

v DCC000 QS.C5V vi.00a
* About

Setup -—
File Transfer -~ Update Configuration
* Network Settings
- User Management

Update the configuration file on the device.

T Security Choose Files | 1o 1l chose -~
* Time Settings
> View

* User Messages
- Diagno

Retrieve

4 ' C h Oose t h e CO nfl g Retrieve the configuration file from the device
file and then Press configcsy
SUBMIT e

Delete the device configuration.
Warning: Make sure you have saved a copy of your config.csv

Delete Configuration

5. Restart the System

System Restart




How to Install a new firmware

1. Open Browser

2. Type in IP address of

Mi|&c|BRIMR[MS|Ec| BN Gateway

€ > C d (S 1921681169 By default: 192.168.2.101

€ > C 0 A Notsecre | 192.168.2.101/htm/fsquihtm#20_OID ® & B . i

E

3. Navigate to Setup/File
Transfer/Update rﬂE

firmware

File Transfer

v DCCO00 QS.CSV v1.00a -
* About

3 Sep - Update Files
File Transfer >

| O -
D e o —

Update a file on the device
* Network Settings s )
When updating firmware, please select a "*-armv7.simg" file
* User Management
* Security Choose File | G
* Time Settings
> View

Submit

4. Choose the
firmware file and

. .
Home HELP (?) Syslem Restart Syslem Reboot nm
then Press SUBMIT ‘

RERNOSUCS

System Restart [l System Reboot

Can’t find the tab to download firmware?

http://192.168.2.194/htm/fsgui.htm#20 OID 5. Reboot the system
when loading simg files.

Or https

else Restart.



http://192.168.2.194/htm/fsgui.htm#20_OID

How to Find your gateway and IP address

B8 us.msasafety.com/downloads#smc

NOTEs K On-Demand: Sell fo.. 2K Sell for Admins, | -.. @ Protocol Driver She.. @ QuickBooks

MSA MARKETS PRODUCTS SUPPORT  ABOUT MSA

The Safety Company

SMC & FIELDSERVER

Download:

FieldServer Toolbox /[ 1

FS-8700-138 & F5-8704-17 DNP 3.0 Device Profile Files
FS-8704-26 SNMP Standard MIB File

FS-B3512-01 Profibus Slave GSD File

FS-B3514-01 ControlNet EDS File

FS-B3515-01 DeviceNet Slave EDS File

FS-8704-14 - EtherNet/IP EDS Files

SlotServer Resource Files

FS-RA-CLX-LON-000 External Interface File

BACnet MS/TP Log Utility

“m¢ FieldServer Toolbox - (] X
FieldServer Toolbox o
monitor
Setup Help
DEVICES & IP ADDRESS MAC ADDRESS FAVORITE CONNECTIVITY

FieldServer BACnet Router 192.168.1.24 00:50:4E:60:0D:BA * L ] Connect || 4% |

Hunter Rev803 Modbus BACnet 192.168.1.169 00:50:4E:12:32:1B L J Connect | |4% |



https://cdn.chipkin.com/assets/uploads/2021/Sep/FieldServer%20Toolbox-1.08aC-Setup_17-18-26-11.zip

How to change the IP address

1. Open Browser

Mi|&c|BRIMRIMS|EBc|BN 2. Type in IP address of
Gateway

<« > C 192.168.1.169
0 (5 By default: 192.168.2.101

€ 2 C O & Notsecus | 1921682001/ htm/Tguitme22_ OI0 = & » .
m e
Navigation Network Settings
w DCCODD QSC5V V1008 S M wrk Sett |
* About
v SETp  —
= Fie Transfer T fing
- Network Settings -——
* User Management Enable DHCP
+ Seurity
+ Time Settings P Address Connection Satus e
» View 192168210 0] r— MAC Address 00:50deslbec]
" User Messages Ethemet Tx Msgs 20043
* Diagnostics Hatmask
Ethemet Rx Mags 28,104
-—
Ethimiet Te Megs Dropped ]
Gatewiy Ethemet Rx Msgs Dropped a
1 1 -—
Domain Name Server 1 (Optional)
BE88
Domain Name Server 2 (Optional)
BA44
= -
Home HELF (7) Contact Us Logout fieldserver

Reporting a Problem / Getting an answer

Help us help you by providing the data we need to resolve your issue. This process
gives us the files we need, all the data from the Data Arrays as well as capturing
message.



€ > C 0 A Notsecure | 192.168.2.101/htm/fsguihtm#30_0ID

MSA\

Navigation

w DCCO00 Q5.CSVv1.00a

wrx n® :

FieldServer Manager

Diagnostics

Full Diagnostic 1. Click on Diagnostics

* About

> setup

> View

* User Messages

+ Diagnostics

Home HELP (7)

€ > C A Notsecure | 192.168.2.101/htm/fsguihtm#30_0ID

MSA

Navigation

w DCCO00 QS.CSVv1.00a

= About

? Setup

?> View

* User Messages

* Diagnostics

Home HELP (7)

Set capture period (max 1200 secs):

300

Start

Serial Capture

Set capture period (max 1200 secs):

300

2o »® :

m FieldServer Manager

Diagnostics

Full Diagnostic

Set capture period (max 1200 secs):

300

3. Download the Log file.

100% Complete

Start Download p—

Serial Capture

Set capture period (max 1200 secs):

fieldserver

Start the log — wait for 1 minute — now repeat the action that caused the problem
—if it's not too hard, do it more than once — wait for the log to end. Send or share
the log file. We will need a description of the problem.



Using the Legacy Tool — Ruinet

Google “Chipkin ruinet download” with the quote marks

1. Config - Download config.csv from
the current folder on the
computer to the gateway.

Ruinet -i1.2.3.4 -u0 -Iconfig.csv

Ruinet -i1.2.3.4 -ul —|C0nfig.csv 2. Conﬂg - Transfer config from

gateway to computer

3. Config - From the local folder on
the computer, take the file
abc.csv and send it to the
gateway as config.csv

Ruinet -i1.2.3.4 -u0 -labc.csv

Ruinet -i1.2.3.4 -u0 -Ifserver.bin 4. Firmware - From the local folder
on the computer, take the
firmware

Ruinet -i1.2.3.4 -b 5. Restart the gateway — gives
effect to new config or

firmware.

|YOU cannot connect to secured

| gateways with the legacy tool




Issues connecting to the gateway web interface

You may be trying to connect with https and the gateway may have been setup as simple http
() https://192.168.2.101/htm/fsqui.htm#2_0OID

.

’ Try http://

Hmmm... can't reach this page

192.168.2.101 refused to connect.
Try:
Checking the connection

= Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

If you see this

G A Not secure

o B %@ 6 ¢ = a(

Forbidden

You are not allowed to access this resource. Please logout and login as a different user with the appropriate permissions.

| Logout |

Then try this:

192.168.2.194/htm/fsgui.htm#2_OID



