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1. CHANGE CONTROL

Description Manual Version Software Version
14/07/14 | Initial Version 20140714AT30UGOE V3.0.1.1

General Revision and actualization according version

28/07/15 38.

20150728AT38UGOE Vv3.8.1.22
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2. INTRODUCTION

Axon Test, software for simulation and analysis of protocols such as DNP3, IEC 60870-5-
101, IEC 60870-5-104 and Modbus. It has several tools for the analysis of traces, an
editor that allows the mapping of signals, sending commands, and filters that allow you to
show the signals of interest as well.

Axon Test is designed to work on Microsoft operating systems Windows XP SP3,
Windows 7 and Windows 8 with processor architecture of 32 or 64 bits.

The purpose of this manual is to provide the best use working with Axon Test, speeding
up your tests making them more objective, quick and easy.

At the end of the manual is expected that you reach a great understanding of the software
and fully aware of the characteristics of both the tools and modules, so you can develop
your projects in a versatile manner, with great ease and success. Welcome!
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3. ABOUT THE VERSION V2.0 IKELOS

For this new version of Axon Test, the following protocols are integrated into a single
simulator:

» DNP3 LAN/WAN (Master/Slave)
» DNP3 serial (Master)

> IEC 60870-5-104 (Master/Slave)

» |EC 60870-5-101 (Master/Slave)

» Modbus LAN/WAN (Master/Slave)
» Modbus Serial (Master/Slave)

Another important change is the provision of two versions, a free version completely
functional for a 45 days period and a licensed version.

Limitations after 45 days (Freeware):
v Allows simulation of one IED at once.

v’ Waiting to start the simulator.
v" Does not allows saving the configured project.

20150728AT38UGOE User Manual



4. INSTALLATION

Axon Test Simulator requires prior installation of Microsoft. NET software. This chapter
aims to show the installation process of Microsoft NET Framework 4.0 and Axon Test, a
simple application with low consumption requirements in both software and hardware.

4.1. REQUIREMENTS FOR SOFTWARE INSTALLATION

The computer where the installation of Axon Test will take place must meet the
following minimum requirements:

» Operating System: Windows XP SP3 or higher.
» Hard Drive: 200MB free storage.

» Processor: 1.5GHz

» Memory RAM: 1GB

» Framework: Microsoft .NET 4.0

4.2.INSTALLATION OF MICROSOFT .NET FRAMEWORK 4

The .NET platform from Microsoft is a software component that is optionally installed,
and in conjunction with the Windows operating system provides an extensive set of
solutions, each of these are preset for the general needs of the application
programming, including the administration, the execution of programs written
specifically for the platform. Framework .NET can be installed on Windows Server
2008, Windows Vista and Windows 7. Similarly, the current version of that component
can be installed on Windows XP, and the family of Windows Server 2003 operating
systems. This feature set provides support for Axon Test that can be implemented on
any computer regardless of hardware platforms.

For installation you need to previously download the latest version of the software
Axon Test from the Axon Group Website:
(http://www.axongroup.com.co/axon_descargas.php) and the .NET Framework 4 from
the link: (http://msdn.microsoft.com/en-us/netframework/aa569263).

20150728AT38UGOE User Manual
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Tamafio de descargs estmado: O MS.
Tiempo de descargs estimado:  Acceso telefdnico: O minutos
Banda ancha: 0 minutos

Comprobacsn de seguridad de los archivos:

Todos los archivos se comprobaron correctamente.

“qd  Progreso de la instatacin:

Instalando .NET Framework 4 Chent Profie

Se completd la instalacidn
TRE s
i

L Finakzar |

Figure 4.2-1 Installation process Microsoft .Net Framework 4

Next double click on the downloaded file, this action will start Setup.

To continue the installation you must accept the license terms by checking "I accept
the license terms” and press the Install button. Then a window with the progress of the
installation of the platform is shown. Once the installation process completes a window
is displayed with the message "Installation is complete™ completes the process by
clicking the Finish button. The above process is shown in Figure 4.2-1.

20150728AT38UGOE
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4.3.INSTALLING AXON TEST

Maon Test'Setup

Welcom

Wel aller

Figure 4.3-1 Starting installation of Axon Test

Here you must run the installation program Axon Test; this action will display the
welcome screen for the installation of the application consecutively must click on the
Next button.

Next another screen with the license terms is shown. To start the installation must
accept the terms of the license and click on the Agree button.

Axon TestSetup

License Agreement

Please read the following license agreement carefully.

TERMINOS DE LICENCIA DEL SOFTWARE DE AXON GROUP LTDA
SOFTWARE DE APLICACION DE ESCRITORIO AXON TEST

Axon Group Ltda incluye un conjunto de Términos de Licencia para su situacién. Esta licencia
particular es de tipo "shareware”, permitiendo su uso sin coste, por tiempo limitado, asi como su
distribucién, aungue sujeto a las siguientes LIMITACIONES:

- No esta permitida la venta, en modo alguno, del software.
- Mo estd permitida la modificacion, en modao alguno, del software.

La simple instalacién y/o ejecucion del software supone la total aceptacidn, por parte del

usuario, de las limitaciones anteriores y las "condiciones de acuerdo de uso" detalladas a
continuacién, en TODOS sus términos, quedando obligado por los mismos.

© 1agree to the terms of

@ 1 do not agree to the terms of this license agreement

Figure 4.3-2 Software License Agreement

By accepting the license terms a window will be displayed, in which you have to enter
the data of the computer or terminal user where it will be installed Axon Test (Name,
Company, and Email).

20150728 AT38UGOE User Manual AX O) ‘r']/ Gr OUp
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e Axon TestSetup

User Information

Enter your user information and click Next to continue.

Name:
Axon Group
Company:

Axo n‘

Figure 4.3-3 Names and Company

Afterwards a window with the path to the folder where the software will be installed is
displayed. However, this can be changed by clicking the Change... button. Then click
the Next button.

i Axoi Test Setup

Installation Folder

Where would you like Axon Test to be installed?

ected drive: 154.37 GB

Figure 4.3-4 Folder where the software will be installed

The next screen will display a summary of the configured features for simulator
installation on the computer.

20150728 AT38UGOE User Manual AX O) ‘r']/ Gr OUp
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[ Axon Test Setup

Ready to Install
You are now ready to install Axon Test 3.0.0.7

The installer now has enough information to install fxon Test on your computer.

The following setti

Shortcy

Please click Mext to proceed with the installation.

Cancel

Figure 4.3-5 Data Confirmation

Next the installer starts. Once the installation is complete a window indicating that the
installation was successful is displayed. To complete the Axon Test installation
process you have click the Finish button.

@ Axon Test Setip

Please click Finish to this installer.

Figure 4.3-6 Confirmation that the installation has been successful

20150728 AT38UGOE User Manual AX O) ‘r']/ Gr OUp
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5. FUNCTIONAL COMPONENTS

Axon Test has a series of tools for the management of any automation project, once you
access the application all windows and specific components are displayed, such as:

5.1. WORK AREA

The workspace is the central window; you can set the parameters of each and every
one of the slave and/or master devices through this window, parameters which are
enabled to be configured at the moment of a simulation, as well as the communication
configuration of each of them, and the configuration of the personalized applications.

@ Axon Test V35

File  Edit  “iew Help

ERERv
T L i
ST Test a
CFE Master 1 of8 | b bl | Mot Filter ~ ~ |Search o
;;zlgh”dh“s Ensbled Name Item ?L‘;‘:E”‘ Deta  potaType Comment
[ Poling S = [ CoiStatus ~ [ Single
L7 DigialInput oi2 Cobstaus - |Single
{71 Digital Output

oI3
Di4 CoilStatus - | Single

1
2
3 ColStstus = | Single
4

oIS 5 Colftatus = | Single
5
7
8

{CTUL Analog Input
w1 dinalog Output
&3 DNP3
KE) IEC s08705101
17KG} IEC BOB705-104
s

DIE CoilStatus ~ | Single

oI?
Dig

CoilStatus ~ | Single
CoilStatus = | Single

W m o e o =
ElEEE EEE

% Slave
{8 DNPA Slave
5} IEC 608705101
-TKG) IEC 60870-5104
V] Lozano
{71 Digital Input
{111 Digital Output
. nalog Inpul

Log [
X8

CUsersha B ALKD i i rSaved

Opent:

Figure 5.1-1 Workspace Axon Test

5.2.MENU BAR

Axon Test contains a main bar at the top of the software with five menus containing
the necessary tools for project settings.

File Edit  Views Tools Help

Figure 5.2-1 Menu Bar
5.3.TOOLBAR

Axon Test offers an array of main icons organized in the top of the screen, below the
menu bar, its function is to allow quick access to basic functions such as Open and
Save, as well as make the Validation function of the project to determine errors.

s

Axon Group
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=][=t%

Figure 5.3-1 Toolbar
5.4.FILE MENU

Axon Test provides functions to generate a new project, open an existing project, save
the project, open recent projects and exit the application.

File | Edit View Help

Mew Project

Open Project

Save

Save As
Recent Projects

Exit Alt+F4
Figure 5.4-1 File Menu

a) New Project: Once you click on New Project a window will show up to
configure the new project.

Mewr Project Dialag

Project Mame:

Location:

Project

sl

[:APCAAAON GROUP LTDAMD ocumentshAxonT estPrajects\Praject

Browser

[ Acept

]| Cancel |

Figure 5.4-2 File Menu

Once the window is displayed in order to create a new project with Axon Test, the user
must assign the name and the directory path where the project will be saved. Finally
the information is confirmed by clicking the Accept button. If you want to discard the
creation of the project you must click the Cancel button.

b) Open Project: Allows searching for a previously saved project by clicking the
Open Project.

c¢) Save: Allows saving the changes made in the project.

d) Recent project: Shows the latest projects created and configured.

20150728AT38UGOE User Manual
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e) Exit: Allows to close the application, however, before exit Axon Test displays a
message informing the user that the application is going to close and asking if
want to conserve the changes.

5.5. EDIT MENU

Contains text editing features for easy editing of the fields where the signal parameters
are fixed, through these you can select, copy and paste signals from one device to
simulate on Axon Test.

Edit | View Help

Copy Ctrl+C
Paste Chrl+V

Delete Supr

Select All  Ctrl+A
Figure 5.5-1 Edit Menu in Axon Test

You can use the hotkeys for these functions:

» Copy: Ctrl + C
» Paste: Ctrl + V
> Select All: Ctrl + A

5.6.VIEW MENU

Provides the user another chance to access the different tools and windows in Axon
Test such as Properties, Log, slaves and/or masters Device Configuration and Error
Panel.

View | Help
Properties
Trace
Viewer
CommandViewer
Errors
Log
Project Explorer

Figure 5.6-1 View Menu

5.7.TOOL MENU

20150728AT38UGOE User Manual
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Gives users the ability to access the extra functionality tools of the protocols offered by
the simulator Axon Test, these will be useful at the moment of making the
management of network connections, which in this case has a serial emulations
terminal like TCP.

Through these terminals you can see the traffic connection in ASCII and hexadecimal
format; an example would be when connecting to a Modbus device, in the window will
be displayed the traces for the connection under this protocol.

Another function is to determine the interconnection of other devices through the IP
Scanner tool in a network.

Tools | Help

Emmulator Connections

Ip Scanner

Figure 5.7-1 Item Tools

5.7.1. CONNECTIONS EMULATOR

5.7.1.1. SERIAL CONNECTIONS EMULATOR

Through the connections emulator serial can be managed point-to-point and/or
connections with the RS232 protocol.

Emulator Connections T TOpETLE

4 Serial Parameter

Serial | TCP Server | TCP Client| T e T
O|=- BaudRate 9600
Ex ) DataBit: 8

StopBits  One
Parity Even

COM1 opened
Handshake MNone

TestH01010111111110101010101

LF3
1001011111110 moim

[¥] Hex | Send Port Name

Figure 5.7-2 Terminal Emulation Serial
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5.7.1.2. CONNECTIONS EMULATOR “TCP Server”

Through the connections emulator TCP Server you will be able to manage
clients/server connections, and send messages and ensure the integrity of the

connection.

4 TCP Server Parameter

il Port 23
P Listen [13)~
Received/Sent data
S ErVer IUnning...
lient disconnected
Jerver closed...
Send
Test

HEX Send Port

Figure 5.7-3 Terminal Emulation TCP Server

5.7.1.3. CONNECTIONS EMULATOR “TCP Client”

Through the connections emulator TCP Client you will be able to manage
clients/server connections, and send messages and ensure the integrity of the

connection.
— T ) 4 TCP Client Parameter
Serial | TCP Server| TCP Client | ] Port 23
> Connect [Tr/~ Ip 127.0.0.1
Received/Sent data
Connected to 127.0.0.1 ...

test
test
test
Connection closed

Send
test

HEX Send Port

Figure 5.7-4 Terminal Emulation TCP Client

20150728AT38UGOE User Manual
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5.7.2. IP SCANNER

It is a tool that allows tracking devices interconnected on an intranet, the results
obtained by the IPScanner are IP Address, Host Name and MAC address.

» Scan  Run the functionality of scanning devices in the network.

© Stop  Cancel the functionality of scanning devices in the network.
=] Saved in a .csv file the devices found on the network.

@ Axon Test V3.8

File Edit Views Tools Help

EEERv
~ Trace |/ Mononoke - InputDigitalTag ]/Viswer ]/Cnmmands m
B[t Project-10 » =]
=[] Master o Stop
i —Hosts
IP host Host name | MAC |
192168.0.1 ] AG3 94:10:30:04.72" |
192.168.0.2 192.168.0.2 94: Z:cE1eAT5f
& Meredith 192 168.0 55 192 168 0 55 30'b1-. 157253
=08 %IEVSNPBSI 192.168.0.103 AG-YA 68:5d: 3:06:d7:82
E"'Ef«é‘l: i 192.168.0.118 BUSINESS01 4c:0bbe 0 :4feh
L Dighal Input 192 168.0 125 M_rian_-PC 707 -04:72:06°22
- [JL Analog Input 192.168.0.156 B GUE 80:b1:* 15:f2:51
'a:mE';;aEEgﬁmm 192.168.0.157 EPSONEF635D ad-ee:57ef 63:5d
DEE EC 805705104 192 168 0 160 user-PC 74-25-0b Ta-9d 72
-1 Antietam 192.168.0.180 AG4 b0:83-fe-t :44:84
LI Digial Input 192.168.0.187 andr id-1400; 372f3._.  98:F1:7 *:24:cB-ac
i+ [JLIT Digital Qutput
L Analog Input
o [J" Analog Output
D@} Modicon Modbus
- [1¥al Mornitor
(- [#1% Connections

Properties

= Scan range
From [P
To IP

192.168.0.1
192.168.0. 254

Figure 5.7-5 IPScanner Window

5.8.HELP MENU

Contains information about the version of Axon Test and also allows users to access
the software manual, watch online video tutorials, and choose the language in which
the application will be displayed, also make automatic program updates if you have an

internet connection available through the Update option.

Help

About

Language 3
User Guide
Online wideo tutorials

Update

20150728AT38UGOE User Manual
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Figure 5.8-1 Help Menu

Ahout Axon Test

Group 2015

Group Ltda

40N TEST Yersion 3.7.1.1
Pratocols simulator
Type license: Trial

Bagota - Calombia
Phi:(57+1) 7553300
suppot{Eiaxongroup. com. co
wentazEia4ongroup. com. co
WY, SRONQIOUD. COM. GO

Figure 5.8-2 About Window

5.9.PROJECT EXPLORER

The explorer or project tree is the component where you will find the devices
integrated into the master protocols and slave protocols, this component is located on
the left side window and contains the component for additional services where is the
tool for configuring communications on both serial connections such as TCP/IP

Project Explorer
=Ry
= = Master
- K53 Modicon Modbus

D;;a} DNP3

Ek'g} [EC BO870-5-101
-[CKo} IEC 608705104
-1z Slave

K85 DNP3 Slave

Ekfg} |IEC 60370510
D?B} IEC. 606705104
TS} Modicon Madbus

&-HE Maritar

EII--!'_!_, Connections

Figure 5.9-1 Project Explorer

5.10. CONFIGURATION OF CONNECTIONS "Connections"
In this section you create the connections of each of the devices, whether serial or TCP
connections.

[W[=]] Connections

Figure 5.10-1 Connections
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Note: When a device is created, is created automatically a default configuration with
connection parameters as shown in the table below, it is important to note that must be
customized according to the parameters of real connection.

PROTOCOL IP PORT
IEC 60870-5-104 127.0.0.1 2404
DN3 127.0.0.1 20000
MODBUS 127.0.0.1 502

5.11. TCP CONNECTIONS
In the TCP connections you defined the IP address of the slave device to which you are

connecting and the TCP port.

ﬂ Connections - Tcp Viewer ]/CDmmands H

4 4 |2 de?

4

MName

CONMN_IEDT_M104

I

IP
127.0.01

Paort

CONM_IEDZ_MDNF

127.0.01

@

—

Figure 5.11-1 TCP Connections

» NAME: TCP Connection name

> IP: IP address of the slave device

» Port: TCP port connection

5.12. SERIAL CONNECTIONS

I4

Sz

m Connections - Serial

4|2 de2

Name
CONN_IED1_MOD

Viewer Commands

W ¥

Baud Rate Parity StopBits Data Bit

3600

Mone - |One

4

-8

4

Port
ComM1

CONN_IEDZ_MOD

9600

MNone - [One

4

-8

-

Com

Enable RTS

10

10

_

Time between  Time between last byte and release RTS

10

10

Figure 5.12-1 Serial Connections

In serial connections all connection parameters are configured, as Name; Baud Rate;
Parity; Stop Bit; Port; Enable RTS; Time between; and Time between last byte and
release RTS

5.13. |IED MENU

Right clicking shown the menu of each IED, where you will find options: Run, Stop,
Rename, Clone Device, Delete and Properties.
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v

- 5.CKB; IEC 60870-5-104
i BN Ve e
- B Run

Stop

Sopg

=  Rename

_D% Slave & Clone Device

¢ LJTHBEIECH] %¢  Delete

=[S Services -, :
_D‘é} Comm B Properties

Figure 5.13-1 Menu IED

® rn o Run the device simulation created
= Device without running
- Running but not connected with the slave device
- Running and connected with the slave device
© swop Cancel the simulation of the device created
il Duplicate the device

= Rename the device

Keep in mind that in the free version is only possible to run the simulation of a
single IED

Rename: Modify the IED Name and the prefix created by default. To change the name
of the IED or the prefix is necessary that the connection is in STOP.

Rename Device EI

Name \Velasco

Prefix

[ Aceptar ]I Cancelar I

Figure 5.13-2 Changing the device name

Clone Device: It allows you to clone a device multiple times automatically, in this
window the name of the new IED and prefix to use are displayed, besides the
possibility to set the number of times you want to duplicate the device as shown in the
figure below.

Delete: Deletes the selected device

Properties: Displays the properties of the connection.

5.14. TYPES OF SIGNALS

Within each IED are 4 types of signals:
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» Digital Input
» Digital Output
» Analog Input
» Analog Output

For each of these types are allowed to create the signals to simulate, these signals can
be added manually in the master device.

To map signals use toolbar by this you can create new signs, clone, select, delete, cut,
copy and paste them.

The advantage of creating signals, when one of the created signals is received, this will
be reported with the name and description of the signal, facilitating control tests.

@ AxonTestV3s

File  Edit View Help

= o
Search 3 ‘
- [Searel S imestamp 471472015 11:35 AM

W45 ofe b b [R] % B NotFiter
“Add new Protacol Dela - Quaity GOOD

Enabled Hame 5 Data Type Comment o one
; = [ 1 ColStatus + | Single B Frotocol Data Type CoilStatus
-1 Digidl Input = B 3 Colftoue + | Single Enabled Tue
£ [FLr Dighal Dutput = Name DIS
L[N Analog Input 1 DIz 3 Carment
[T Analog Dutput ¥ 4

K63 DNP3
£53 IEC 608705101
1Ko} IEC 608705104
: Sl

03 DNP3 Slave

(k03 IEC B0B705101
- Ek’g} IEC 608705104

-0} Modican Modbus

LCoilStatus ~ | Single
DI& & Coilstatus + | Single

@ oo e w o =

H|E=E
=]
Bl
=

Figure 5.14-1 Creating signals

5.14.1. DIGITAL INPUTS

With the election of Digital Input we have the ability to simulate signals SINGLE
POINT, DOUBLE POINT STEP POSITION type, know its binary state and have
the ability to assign a time stamp.

In slave devices you can also simulate independently each signal or set of signals.
Through this feature you can simulate changes and send them to a master device, to

s

Axon Group

20150728AT38UGOE User Manual



25

do this, click on the column Enable Simulate of the desired signal, or choose several
signals and from the properties window enable them to perform multiple
simulations and thus speed up the simulation process, you can also choose how to
go over the rows through the option Go To Name describing which row must be
moved consecutively in the simulation.
WAiE=P’ Xonigsherg - Digital Input

1 of 20 b b e

Enabled  Name

Viewer

Commands

ALL

- |Search 2

Group Mumber  Binary Data Type  Timestamp  Qualiy  Value  [tem

Stamped  EnableSimulate

DIt Global - | Single - 1
DIz Global - | Single - 2
I3 Global - | Single - 3
Dl4 Global + | Single - 4
DI5 Global » | Single - 5

Figure 5.14-2 Digital Inputs window

Operator Simulate  Time

-
- |
B

Comment

CountChange

[=RR=N =N F=yr=

The properties window may provide a better description of the parameters of a
selected signal. This window is displayed to the right of Axon Test, through these
properties you can get a better description of the characteristics of the signal or
signals mapped on the simulator.
Note carefully that the simulation can be enabled in this window via the
EnableSimulate option.

Properties

4 Autosimulacion
EnsbleSimulate  False
Operator Simulate Bamdon
Time Simulate 5

4 Misc
Group Mumber  Global
Binary D ata Type
Timestamp
Guality
Walue
ltem
Stamped
Enabled
Marne
Comment
CountChange o

Tue
True

Autogimulacion

Figure 5.14-3 Digital Inputs properties window

5.14.2. ANALOG INPUTS

Corresponds to the general mapping of the signals that the slave has, it is possible to
simulate analog inputs through the Analog Inputs option in a very easy way,
customizing them at our own criteria, and specify the type of data to simulate as
belonging to this group as well as add time stamp.
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Actilles - Anclog Input —
1 of3| b M | b 4
Enabled Mame  SignalFamilyMame Item Binary Data Type Group Mumber ScaledF actor DeadBand Comment
’ At |al 7 Measured Marmalised = | Giobal -1 -
A7 Al 8 Meazured Scaled - | Global -1 0
Al Al 9 Measured Floating - | Global -1

Figure 5.14-4 Analog Inputs Window

The properties window may provide a better description of the parameters of a
selected signal. This window is displayed to the right of Axon Test

Properties X
a Misc
SignalFamilpt ame Al
Binary Diata Type Measured Normalised
Group Mumber Global
Enabled True
MName All
Carnmett
Item 7
4 ScaledFactor
ScaledFactor 1
DeadB and 1]

SignalFamilyH ame
Figure 5.14-5 Analog Inputs Properties Window
5.14.3. DIGITAL OUTPUTS

Corresponds to the general mapping of the signals that the slave has, Digital outputs
can be simulated through the Digital Outputs option customizing them at our own
criteria, these are the signals that the slave must respond, for these you can specify
the data type and the confinement of the control SELECT, EXECUTE,
SELECT/EXECUTE, as well as the default action for each signal.

Achilles - Digital Dutput
1 of3 | b B |k 7
Enabled Mame  SignalFamilytame Itemn  Binary Data Type  Contral Type Select Required Camment
2 Do 1 Single Comm... = | ShortPulse =
Doz Do 2 Double Com... = | Short Pulse -
D03 oo 3 RegulatingC... = | Long Pulze -

Figure 5.14-6 Digital Inputs Window

The properties window may provide a better description of the parameters of a
selected signal. This window is displayed to the right of Axon Test
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SignalF amilyM ame

Item

Binam Data Type
Control Type
Select Required
Enabled

Mame

Comment

SignalF amilpM ame

1

oo

Single Command
Short Pulse

True
True
DOl

—

Fropetties
4 Misc

Figure 5.14-7 Digital Inputs Properties Window

5.14.4. ANALOG OUTPUTS

Through Analog output control, commands can be simulated towards a master
device. With this option you can enable or disable signal simulation, customize it
with a specific name, confirm with actions such as SELECT, EXECUTE, SELECT /
EXECUTE and define the type of data you wish for a specific type of signal.

Achilles - Analog Dutput

1 of 4| b M | = v 4
Enabled Marme SelectRequired SignalFamilyMarme  Item Binary Data Type  ScaledFactar DeadB and Carnrmant
A011 & EN SetpaintMar.. = |1 0
&012 [ A0 12 Setpoint Scal.. - |1 i
A013 [ A0 13 Setpoint Floa... - |1 0
A014 [l A0 14 Bitstring Com... = |1 i

Figure 5.14-8 Analog Outputs Window

The Properties window provides a better description of the parameters of a selected
signal. This window is displayed to the right of Axon Test
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Properties

a4 Misc
SignalF amilyk ame Al
Ibemn 11
Binany Data Type Setpoint Normahsed
SelectRequired False
Enabled True
Mame AD11
Cormment

4 ScaledFactor
ScaledFactor 1
Deadk and 1]

Mame

Figure 5.14-9 Analog Outputs Properties Window
5.15. PARAMETERS AND PROPERTIES

Axon Test allows you to configure the device to be simulated according to the needs
and characteristics depending on each protocol you want to try, for it simply must enter
the parameters on the properties windows.

The properties window is located to the right of the main screen. Its function is to
achieve a better visualization of the parameterization of the devices and integrated
signals within the project, depending on the protocol to configure this window will
display all the features to configure a specific protocol.

@ Axon Test V3.5

File  Edit Wiew Help

Project Explarer

Inpu iever
1 of8 | b M [ R Mot Filter - [Search 9

a
Enabled Name tem ?L“",‘;’“”‘ Data  poaType Comment
» ont ColStabs___~ |Singk -

1 1 TCPGorgons
o, B — ——
[TUL Ao ot 3 6] o3 3 ColStetvs = | Single Fomons
[T Analog Dutput 4 1 D14 4 ColStsts_ ~ | Single

Dgg} DNP3 5 @ IS 5 CoilStatus ~ | Single None

Dl; IEC 60870-5101 3 ] DIG 6 ColStalus [ Single 30

FU - 7 [F] DI7 7 CoilStatus ~ | Single 3

= 8 3} s} 8 CailStatus + | Single

D{E} |EC 60870:5-101
{THES IEC B0ET05104
E-VIE Lozano

«+{TLI1 Digitel Input
[ Digtal Dutput

Figure 5.15-1 Properties Window
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Allows you to enter the different parameters for establishing a connection according to

the protocol to simulate. Using this tool the device parameters are configured to be
connected, either serial or LAN / WAN.

Here you can configure parameters such as IP address and port of the remote computer,
depending on protocol parameters to simulate.
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6.

TOOLS

This section describes each of the tools in Axon Test, which facilitates testing or analysis
of communications.

6.1. TRACE

The Trace tool is very useful for viewing and analyzing the traces exchanged between
the two devices.

MR Ralsigh - InputAnalogTag |

[E] (& =) 1§ | Found
x> TE [Gorgons]2015/04/14 11:37:56.323)
&8 04 43 00 00 00

{ »»> TX [Gorgons] 2015/04/14 11:37:56.32¢6
Format. T
Receive: TESTFR act

H

<<< RE [Lozano]l2015/04/14 11:37:56.329]
68 04 43 00 00 00

{ <<< BX [Lozano] 2015/04/14 11:37:56.331
Format T
Receive: TESTFR act

H

»»>» TE [Lozano]l2015/04/14 11:37:56.341)
65 04 §3 00 00 00

{ »»> TX [Lozano] 2015/04/14 11:37:56.344
Format U
Receive: TESTFR_con
H
<<< RY [Gorgons]2015/04/14 11:37:56.354
63 04 &3 00 0O OO0

{ <<< BX [Gorgons] 2015/04/14 11:37:56.357
Format T
Receive: TESTFR_con

s ALK DocumentshdwonT esiFrojects Froject 22 eammenication aer Saved
Commurication

sershAG AL DocumentshdonT sstProjects\Project 22ymadbus ser Saved
sersh ALK\ Documentshéwon estProjects\Froject 224 dnp 3master aer Saved
sestAG AL DocumentshdonT sstProjects\Project 22%dnpmonitar. aer 5 aved
sersh ALK DocumentséwonT estProjects\Project 224dnp Jskave. aer Saved

oy View [13 JER

Figure 6.1-1 Trace Window

In the upper part it has a toolbar that will be described below.

Clears the contents of the trace window

Save the traces displayed on the Trace window

Starts or stops the simulation

Enables detailed description of the traces

Allows to expand the detailed information of the traces
Allows to collapse the detailed information of the traces
Lead you to the end of the line of the displayed traces
Textbox that lets you find information on the trace
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6.2. VIEWER

Axon Test is designed to display the signals in a more user friendly way. Through the
Viewer tool it is possible to display and force the change in the signals;

(./.'g
2]
Count Items: 0

ALL -

Removes signs displayed in the window

Enable Trace Mode

Enables colors to signal changes

Count the signals that have been changed remotely

Let you choose the column you want to refine your search

For advanced settings this can be done through Mapping, one of the advantages of
doing this configuration, is the customization of the signals, changing these
characteristics make simulation a more helpful and enjoyable experience, fields can be
modified as the name, data type.

Moreover, the Viewer has the ability to search for signals your need; this action is
performed through the filters by column, when any character is entered this option will

display alphabetical characters entered for the search

After simulate the device, will be observed in the Viewer parameters such as
personalized name, state, address, group, value, quality, time stamp and the type or

according to the specific characteristics for each protocol (See Figure 6.12-1).

P viener —
Status
b4 P‘ _{Il ALL - o “{?Advance Filker  CountItems: 124

name status Time Stamp Quality item BinanyDataType Count Update
Lozana_DI1 True 2015/04/14 11:58:35.215°  GOOD 1 Single 4
Lozano_DI2 False 2015/04/14 11:58:35.215°  GOOD 3 Single 4
Lozano_DI2 True 2015/04/1411:58:35215°  GOOD 5 Single 4
Lozano_DIS False 2015/04/14 11:58:35.215°  GOOD 7 Single 4
Lozano_DI7 False 2015/04/14 11:58:35.215 % GOOD g Single 4
Lozana_DI9 True 2015/04/14 11:58:35.215°  GOOD 11 Single 4
Lozano_DI11 False 2015/04/14 11:58:35.215°  GOOD 13 Single 4
Lozano_DI13 False 2015/0414 11:58:35.217 *  GOOD 15 Single 4

Figure 6.2-1 Viewer Window with mapping signals

Note: If no setting made in the Mapping, the signals that are deployed in the Viewer,
the name and the type of signal take default values (See Figure 6.12-2).
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Status
b 4 - b Counttems: 0
narme statuz Time Stamp Quality item BinamDataType
Rica_Unknawd Falze 17/07/2014 10:19.03 GOOD 4 Binary
Rica_ldnknows True 17/07/2014 10:19.06 GOOD 15 Binary
Rica_Unknows 47 17/07/201410:19.09 GOOD E FLOAT
‘Rica_nknowl True 17072014 101912 GOOD 1 Binary
Rica_Unknow3 115 17/07/201410:19.18 GOOD 3 FLO&AT

6.2.1.

Figure 6.2-2 Viewer window

FORCE SIGNALS CHANGES OF STATUS

Axon Test allows changing the state of the signals at the time of the simulation, for
it must locate the signal of interest and make the change in its properties. In the
properties you can configure features such as quality, time stamp and the status or
value of the signal.

name

Properties

a Misc
Mame Al
Tvpe keazured Mormalized
Item 41
4 Cluality GOOD
Falze
Substituted Falzse
Blocked Falzse
Overflow False
MotT opical False
Online False
Fiestart False
Communication_lost  False
Femote_Forced False
Chatter Falze
- Time 104022015 9:38:39
Status L1}

iFuntimeD evice

Figure 6.2-3 Signal properties

status  Time Stamp [CIuality

itern

BinanyDataT ype Count Update

6.2.2.

Figure 6.2-4 Signal state

COMMAND

With this tool it is possible to simulate the commands to the remote slave device,
from these commands we have, depending on the type of master protocol could be
executed according to its standardization.
These commands are:
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Commands

Cammands | Command 4vanced

sig Send Command

name type telegram address 4 Misc B
Achilles 4071 Setpoint Normalis... IEontrolT_l,Jpe Persisten

. . sEwecute Falze
Achilles_a012 Setpoint Scaled 12 |55 elect False
Achilles_A013 Setpoint Floating 13 Item 11
Achilles_&074 Bitstring Command 14 Mame A011
Achilles_ D01 Single Command 1 Status 1]
Achilles_DO2 Double Command 2 Type Setpoint Mormalized
Achilles DO3 Regulating Com... 3 withStampTime Falze

ControlType

Figure 6.2-5 Command Window

IEC 60870-5-101 Commands

For the protocol IEC 60870-5-101 you can execute single, double, regulating
commands.

IEC 60870-5-104 Commands

For the protocol IEC 60870-5-104 you can execute single, double, regulating
commands.

DNP3 Commands

For the protocol DNP 3.0 you can execute Binary commands,

MODBUS Commands

For the protocol ModBus you can write the status for Coil Status and Holding

Registers.

6.2.3. DESCRIPTIVE COMMAND WINDOW

In this section, the signals are displayed by name, type and address (Telegram
Address) for the commands, on the right side panel it is possible to force the signals
that are mapped in the slave devices.

name tupe telegram address
Achilles_AO11 Setpaint Marmaliz. ..
Achilles_a012 Setpoint Scaled 12

Achiles_&013 Setpoint Floating 13

Achiles_A014 Bitstring Command 14

Achillez_ DO Single Command 1

Achillez_DOZ Double Command 2

Achilles_DO3 Regulating Com... 3

Figure 6.2-6 Descriptive Window

6.2.4. COMMAND PROPERTIES
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It is a window that allows you to configure some parameters for a command
(Timestamp, name, state, type, selection and execution)

4 Misc
ContralT ppe Persisten
|sEmecute Falze
lz5elect Falze
[tern 11
Fame A1
Statuz 0
Type Setpoint Mormalized
WfithStampTime False

Figure 6.2-7 Command Properties window
6.2.5. SENDING COMMANDS

Let you send a command on specific signal chosen among deployed in the
description window.

i send Command

Figure 6.2-8 Send Commands
6.2.6. COMMAND ADVANCED

It is a much specialized window when it comes to commands; by this you can set
more specific parameters for executing commands in Axon Test

» Data acquisition by polling. Acquire data from a specific address.

> General Interrogation. Allows making a general interrogation.

» Clock Synchronization. Sends a synchronization signal.

» Command transmission. Allows sending a command with specific
parameters such as direction, signal value, category, type of command, and
even data type timestamp.

» Control Mode. Specifies the execution mode of command.
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Commands
Commands | Command Avanced
Devices: |
Data Adquisition by Polling
Address 0 = Send
General Interrogation
Gioup of Inierrogation [0 Semd
Clock Synchronization
Diata Time jueves . 03 de novisrbre de 2011 [+ Send
@ Custom
System
Command Transmission
Address [ : Vae  False - Send
Category Digital ~  TypeCommand  Persistent -
Data Type Single Command v Time Stamp
Control Mode
Control mode Select Only -
Interrag Counter

Figure 6.2-9 Advanced Command Window

No

te: To view the commands on the descriptive window, signals must be created before,

prior to this step should stop the device by right clicking on the device and stops clicking
option @ 3 consecutively you should start the device again; to start the device click

on
the

the option ® ™" in this way the signals are deployed on the descriptive window and
n can execute commands to simulate.

6.3.LOG

It is located in the bottom of the application, this allows viewing of all events during
the project configuration, including recording of operations of interest such as project
creation, changes made to the configuration. This tool will report all events occurring
in the time of the task and/or testing diagnosis.
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File  Edit View Help

R ER

Project Explorer 1x
=L Test = Address
[ Master DR ] MotFilker - [Search & Astusize 2
K8 Modicon Madbus Piotocol Data Asdu address 1
DD e Enabled Name fiem Tros Data Type Comment 0 B
AL Poling M on 1 Colfitatus - | Single - Tep Connection TCPGorgons
{7 il nput 2 [ DI2 2 CalStaus  ~ | Single < 0 Gz
[T Digitel Dutput = Name Gorgois
{1 dndlognput 8 v o3 3 CalStatus - | Singe Prefv Gorgons L
{71 Anelog Dutput 4 [ 014 [ CoiStatus - | Single - 4 Gieneral Intenrogation 3
DHP2 5 [ [l 5 Coifstatus ~ | Single - Peiadicity None
EC 608705101 6 [ 0l 6 Colftaus_+ |Single Perod 30
EC 608705104 = 4 Information Address
[Gorgons] v 4 o 7 Caftats | Singe Size Infomalion Addiess 3
I Slave 8 2 DIg 5 Coistatus ~ [ Singee = 4 Misc
DNP3 Slave isSlave. False
EC 608705101 4 Parameters
IECE08705104 K Parameter 12
Lozaro W Parameler 8
{0 Digitel Input hetoon True
[T Digital Dutput Actemn True
AT Analog nput 4 Synchronization
{1 Anlog Output Peicdiciy None
K% Modicon Modbus Period 30 -
[E Monitor
= Name
258 Comectors Nontre deldepositva
Log 1 x
X B
CserstAGAD i Saved =
0 pen Commuricalion 3
I UsershAGALD acuments\Aian T estProjeots\ Project 22\modbous.aer Saved
C\LJserstAG-AL i : Saved
C\Lsers A5 AL ] + Saved
sz AG-ALGDocuments\son TestPro 1 Saved -

Figure 6.3-1 Events Panel (LOG)

6.4. ERROR PANEL

It is located in the bottom of the application allows visualizing various errors generated
when performing the validation of the project, among which can be found:

» Syntax errors.

» Parameter configuration errors of protocol or connection.
> Errors fields or duplicate devices.

» Errors of empty fields.

@ Axon Test V3.5

File Edit View Help

o) Comecions - seraComecint
= EE&' aster Status
%g Modicon Modbus x B[EE a - @ % Aduance Fitter ~ Countltems: 0
XS} NP3
name status Time Stamp. Quality tem B
IEC 6087051101
IEC 08705104
-1 Slave
- DNP3 Slave
IEC 808705101
IEC 605705104
Modicon Modbus
e Monior
= Connections:
O 1ep
O serd
« n ’
Error View X
lcon  Time Source Description Event Walue Froperty i
@ [4nvamsi220em COM1 The valueis o unique Valdale a Name E
6 4114/2M512:20PM COM1 The value is not unique: Validate a Mame
14/201612.20PH COM1 The value is ot unique Valdale | co Poihane 1

Figure 6.4-1 Error Panel
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6.5.FILTER BAR

The filter bar is at the top of the device created, through the filter you can do custom
searches for signals that are mapped in the Axon Test, you can filter between the
comments, scaled measures, standards, floating, step positions, or bitstrings.

4

Filtrar

.;:}

Ttern
Binary Data Type
Contral Type

Enabled
Marme
Camment

Figure 6.5-1 Filters

Note: You need that the signal be mapped (created) so that it can be displayed in the
Viewer. When is properly mapped, when the signal is received, it appears with the
name, description and features which facilitate the identification of both the signal and
the changes in this during the simulation.

6.6.IMPORTING . XML FILES FROM SICAM PAS

Axon Test has the functionality to import XML files, such as those exported by the
Siemens SICAM PAS software for protocols IEC 60870-5-101, IEC 60870-5-104; to
do this, right-click on the protocol instance to simulate, therefore a menu will open and
click on the Import XML option thus you must seek the path where the XML file to
import is, which before had to be exported from the SICAM PAS. Upon completion of
the process will be imported the device and will appear in the list of the Axon Test
projects tree.

V2] Shetton € AddIEC 60870-5-101
(4 Importal
{C 8  Start Al
- IVKG Andog O @) stop AN
~[TKG; IEC £0870-5-104
[ Slave
~[CKGh |EC 60970-5-104
Maonitor
V75 Connections

Figure 6.6-1 Import XML
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7. AXON TEST CONFIGURATION
7.1.STARTING AXON TEST

Once the AXON TEST software is installed, it starts from the icon that was created on
the desktop or from Start - All programs = Axon Group.

a. Open the Windows Start.

b. Access to All Programs.

c. Go to Axon Group menu.

d. Access Axon Test tool.

e. Open the application Axon Test.

Note: You can access any of the components of Axon Test via the icon that is
installed by default on the desktop, including in embedded operating systems.

7.2.GETTING STARTED - CREATING A PROJECT

By using Axon Test will take place a series of steps to successfully run the tests for the
development of any project of integration and automation of electrical substations and
control centers to local or remote SCADA systems.

Setting up any project with Axon Test requires the following steps:
a. Create a new project and define the name and directory where you want to
save.
b. Create a connection (IED) of a master or slave protocol to simulate within
the system.
c. Set the communication parameters of each of the devices.
d. Simulate signals of the devices to test.

To start the configuration create a new project, click on the Menu File = New Project,
then set a name that identify the project and then click OK, as it is shown in Figure 7.2 1.
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@ AxonTestVv3s

Trace | Connections - SerialConnections

Commands | Command Avanced

:  Send Comman d
: D%} JEC 608705101 name tipe telegram address
- [TH5) IEC 08706104
E-TIGS Slave
-8} DNP3 Slave
; Ekg} IEC 608705101
D;g} IEC 608705104
= [Coh M licon Modbus
g New Project Dialog
ns
Froject Name New
Location CAUserstAG-ALAD ocuments\AkonT estProjectsh Hep

Figure 7.2-1 Save the new project.

When creating the project, a tree with default protocols appears, as shown in the

following figure.

Prio |'iF-|'|' [ ‘plarer

=k Eﬁe Mew
=8 D%— Maszter

{51 Modicon Modbus

Ekg} DMP2
Ekg} |EC 60870-5-1M1
~{ KOk IEC BO0870-5-104
’é OMP32 Slave
|EC 60870-5-1M1

Dﬁgjg IEC B0870-5-104
~[CKGh

Maodicaon Modbus

jm b onitor

EEI--!‘_!_, Connections

(|

Figure 7.2-2 Project Explorer.

7.3.CREATING A DEVICE

Once the project has already been created, we create the configuration of the master or

slave device to simulate

To create a device, within the Master Protocol, right click on Master/slave device and
then click on New Add Protocol as shown in the picture below. (Protocol IEC 60870-

5-104).
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Project Explorer X Trace ]/SignalEditc

Project-1
= DEI 4 mjiﬂaster Commands | Command &
----- {5 |EC 61850 i Send Command
.. KGh Modicon Modbus

e DNPR name
. ~{CKG} IEC 60870-5-101
IR} (£ 6027055
5 D% Slave IB Add IEC 60870-5-104
- LK} IEC 60870-5-104

[Ini‘n Services

Figure 7.3-1 Create New IED

By creating a device, on the main tree appears the tools of the device according to the
protocol established either master or slave. The IED name is a random name by
default, but can be changed by right-clicking and then selecting Rename.

..Eﬂm
Properties
Rename
?il Clone Device
H Delete

Figure 7.3-2 Editing the device name

Axon Test reduces time creating devices; the user can duplicate the configuration of a
device and only have to change its properties, thereby avoiding reconfigures the signals
again.

=46 DNP3

.ﬁgma—

Properties

Rename
‘?j_ﬂ Clone Device |
H  Delete

Figure 7.3-3 Duplicating Devices

By adding an object (device) in a master protocol the application will give a default
name which can be modified by the user to perform a reference according to the
topology of the substation. This makes it easier to search and recognition signals
within slave protocols.
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R Y IEC 60870 5-104]
EI D_I Hurutaka

¢ LT Digital Input
-[JLI1 Digital Output
{1, Anglog Input
[T Analog Output
EI D_I Yosemite

-1 Digital Input
-1 Digital Output
[T, Anglog Input
[T Analog Output

Figure 7.3-4 Tree Simulation Master

Note: Keep in mind that the free version only allows you to create one device when
configuring the simulator.

7.4.CREATING A SIGNAL

When a device is created under any protocol you must perform the following
procedure to create signals, signals are created by the toolbar that is located on top of
the tabs Digital Input, Digital Output, Analog Input, Analog Output. These tabs are
displayed when you double click on any of these types of inputs

1 of 1 &= X |
Figure 7.4-1 Signals toolbar

N Scroll Bar: Scroll through the created signals
= Add New button: Create new variables in the window signal
A Delete button: Delete signals created earlier
st Duplicate button: Allows cloning new signals from the signals created earlier.

Enahled Marie |tern Protocol Data Data Type Comment

b1 ) 2 CoilStatus - Single -

Figure 7.4-2 Signal created by the button "Add New"

7.5.CLONING SIGNALS

Axon Test allows cloning signals and their characteristics from other signals created
earlier, this option is made by the Duplicate button. This button displays the following
window that contains the following parameters to customize the cloning of the signal
or signals.
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Clone Dialog @
4 Parameters
Times 1
Generation ltems Mode Automatic
start 1000
step 1

Times
Times that objects will be duplicated

[ Accept ]| Cancel |

Figure 7.5-1 Signal created by the button "Duplicate”

a. Parameters

» Times: Specifies the number of times the signal is cloned.

» Generation Items Mode: Mode how addresses for each of the signals are
generated, by default is automatic; this option automatically generates
addresses, for example if there are already items from 1 to 10, if cloning
automatically the addressing will start at 11. If you select the item generation
manually, the generated values depend on the configuration options make for
Start and Step

» Start: Defines the numbering range in which the item will start the addressing
mapping for the protocol.

» Step: Defines the numbering range in which the item will end the addressing
mapping for the protocol.
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8. CONFIGURATION PROTOCOL (MASTER / SLAVE)

The properties of each device within the masters/slaves protocols instantiated can be
changed according to user requirements, for that the user must:

» Access the Properties option by clicking on the name of the configured device.

¢ Properties
Rename

?jfl Clone Device

3L Delete

Figure 7.5-1 Configuring the properties of a slave device

» Once done, it will be displayed in the Properties window all configurable device
parameters.

8.1.PROPERTIES FOR MASTER MODBUS DEVICES

Any object created under the MODBUS protocol presents the following properties that
can be configured by the user:

Properties i §
4 Communication
Uze Tep Connection TCP
Serial Connection
Tep Connechion TCPAnatevke
4 General
D 1
Mode RTU
Order Byte FirstByteLow
Order DWord Mormal
Anatevke
Frefis Anatevke
4 5Size of Block
Coil Read 1600
Coil ‘white 800
Feqister Fead 100
Remater White 100
4 Temporization
Timeout 300
Name
Warmbre del dispositiva

Figure 8.1-1 Properties for Master MODBUS devices

a. Communication

» Use TCP Connection: Enable or disable the TCP protocol communication.
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» Serial Connection: Displays the list of all configured SERIAL connections,
the user must choose a configuration previously set.

» TCP Connection: Displays the list of TCP connections configured, the user
must choose a configuration previously set.

In the case of a serial connection must specify its parameters through
Services/Communications (see Serial Communication):

In the case of using the TCP protocol, the user must choose this option and
perform the following configuration parameters through the Project Explorer
in the Services/Communications option (see TCP / IP Communication).

b. General: Sets the configuration for MODBUS communication specifically.
These parameters are:

» ID: MODBUS slave device identifier.

» Mode: Operating mode RTU or ASCII.

» Order Byte.

» Order Word.

» Name: Slave device Name.

» Prefix: Corresponds to the prefix of the device, which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

c. Size of Block: Allows the user to set the address ranges of the MODBUS
functions with which the slave device is configured. The MODBUS functions are
set by default as:

» Coil Status: 0-9999

» Input Status: 10001-19999

» Input Register: 30001-39999

» Holding Register: 40001-49999

d. Temporization: The user defines the Time Out of the device, i.e. the maximum
time to wait for a response from the Slave device.

8.2.PROPERTIES FOR MASTER DNP3.0 DEVICES

Any object created under the DNP 3.0 protocol will have the following properties that
can be configured by the user:

T

Axon Group

20150728AT38UGOE User Manual



45

Properties
4 Address
Link Addresz 3
Slave Link Address 4
Communication
Usze Tecp Connection True
Serial Connection [none)
Tep Connection TCPSun¥YatSen
General
Enable Connection True
Mame SuntatSen
Prefi Sunt'atSen
Misc
Funtime Axon.Test. DNP3.Master. DHP3M asterPlugin
Izhctive Falze
CommandPendiente False
tep
Statuz 0
Madel [Collection)
TraceEnabled True

B Commanddyancedyiew

4 Scan
Clazs123 True
Loop Scan Time Pooll 300000
Loop Scan Event 20000
Class0123 True

4 Time Sincronization
Time Zane Offzet of GMT 300000
Meed Sincronization True

4 Unsolicited
Enable Unsolicited False
Enable Clazs False
Enable Clazs2 False
Enable Clazs3 False

CommandAvancedyiew

Figure 8.2-1 Properties for DNP3.0 devices

a. Address

» Link Address: Corresponds to the address of DNP3 master device, in this
case the Gateway Axon Test.

» Slave Link Address: Corresponds to the DNP3 slave device address, this
value should be set to the same device and must correspond to the master
device.

b. Communication

» Use TCP Connection: Enable or disable the TCP communication protocol.

» Serial Connection: Displays the list of all configured SERIAL connections,
the user must choose a configuration previously set.

T
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. TCP Connection: Displays the list of TCP connections configured, the user

must choose a configuration previously set.

In the case of a serial connection must specify its parameters through
Services/Communications (see Serial Communication):

In the case of using the TCP protocol, the user must choose this option and
perform the following configuration parameters through the Project Explorer in
the Services/Communications option (see TCP / IP Communication).

. General: Allows user to enable or disable communication with the Slave device

in the same way to visualize the following parameters:
» Name: Slave device Name.

» Prefix: Corresponds to the same device hame which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

. Scan: Allows user to enable/disable and configure periods of general

interrogation (Class0123) and events (Class123). These values are set in
milliseconds.

» Class 123: Enable or disable interrogation for events.

» Loop Scan Event: Sets the period of interrogation event.

» Class 0123: Enables or disables the general interrogation.

» Loop Scan Poll: Sets the period of the general interrogation.

Time synchronization: Allows user to enable and configure the
synchronization of the slave device with the Greenwich meridian time in case
there is no synchronization equipment.

. Unsolicited: Allows user to enable/disable the event classes you want to receive

from the Slave device.

. Temporization: The user defines the Time Out of the device, i.e. the time the

master device waits to establish the communication failure.
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8.3.PROPERTIES FOR MASTER IEC 60870-5-104 DEVICES

Properties o
4 Azdu Address
Azdu size 2
Azdu address 1
4 Communication
Tep Connection TCPSacajawea
4 General
Sacajanea
Frefix Sacajawea
4 General Interrogation
Periodicity HNone
Period 30
4 Information Address
Size Information Address 3
4 Misc
Statuz u]
todel [Callection]
Furitirne Axon. Test IECT104_M aster. |IEC104M asterProtocol
lsfctive False
SimuleT oogle True
TraceEnabled True
> Commandéyvancedyiew
4 Parameters
K. Pararmeter 12
W Pararmeter 8
Actcon True
Actherm True
4 Synchronization
Periodicity HNone
Period 30
4 Temporization
TirmeoutFxT= 30
Timeoutd 30
Tirmeout1 15
Timeout2 10
Tirmeout3 20
4 Time Zone
Time Zane [UTC] Hora univerzal coordinada
4 Transmision Cause
Size cause transmision 2
Originator Address 1]
Name
Mombre del dispositivo

|
Figure 8.3-1 Properties for IEC 60870-5-104 devices

a. ASDU: Sets the address of the IEC104 slave device.
» Size ASDU: The user sets the value between 1 and 2 bytes, with 1 byte can
address up to 254 devices with 2 Bytes and can address up to 65534 devices.
By default this value is set to 2 Bytes.

» Address ASDU: Sets the address of the devices. Addresses 255 (for 1 Byte)
and 65535 (for 2 Byte) are global addresses or Broadcast.

b. Communication

» TCP Connection: Displays the list of TCP connections configured, the user
must choose one.

T
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For the TCP protocol, the user must choose this option and perform the following
configuration parameters through the Project Explorer in the Services/Communications
option (see Communication TCP / IP).

c. General: Displays the following parameters:
» Name: Slave device Name.

» Prefix: Corresponds to the same device name which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

d. General Interrogation: Defines how and how often will perform general
interrogation.

» Periodicity: Sets the frequency with which the general question will be made.
e Single: It is performed only once when the connection is established with
the Slave device.
e Cyclic: Each time period is made according to the value set in Period.
» Period: In the event that the general interrogation is carried out cyclically,
this parameter specifies how many seconds it will be made.

e. Information Address: It is the direction of the Information Objects (variables).
Indicates the address of the variable destination information if it is a control
process (sending commands), and indicates the address of the variables
information source if it is a monitoring process (sending information from the
slave device to the gateway). This parameter is used to configure the number of
variables to handle:

» 1 Byte: By checking this option, you can address up to 256 variables.

» 2 Byte: By checking this option, you can address up to 65536 variables.

» 3 Byte: By checking this option, you can address up to 16,777,215 variables.
f. Parameters

» Actcon: Enables if it must perform the activation confirmation of the cause of
transmission, its default value is "True"

> Actterm: Enables if it must make confirmation of the termination of activation
of the cause of transmission, its default value is "True".
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» K Parameter: Maximum number of information messages that can be sent
sequentially without receiving a confirmation, then the connection is
terminated.

» W Parameter: Maximum number of information messages that can be
received without being confirmed, must be less than the parameter k.

g. Synchronization: In this field devices are synchronized, the value is specified in
minutes. Presents three settings:

» Periodicity: Sets the frequency that the time synchronization is going to have.
e None: No synchronization is performed.
e Single: The synchronization is done only once when the connection is
established with the slave device.
e Cyclic: Make the synchronization each time period according to the value
set in Period.
» Period: Time for sending time synchronization, if configured as a Cyclic in
Periodicity.

h. Temporization:

» Timeout Tx/Rx: Timeout for a response from the slave device, must be
specified in seconds.

> Timeout t0: Timeout of Axon Test to establish a connection to the slave
device. Its value is specified in a range from 1 to 255 seconds, the default
value is 30s.

» Timeout t1: Timeout of Axon Test receive a confirmation response message
sent from the slave device, its value is specified in a range from 1 to 255
seconds, and the default value is 15s.

» Timeout t2: Maximum time allowed to the slave device to respond to Axon
Test if no data expected, its value is specified in a range from 1 to 255
seconds, the default value is 10s. Timeout t2 must be less than t1 Timeout.

» Timeout t3: Timeout of Axon Test before starting a test procedure of the
connection because no data transfer, its value is specified in a range from 1 to
255 seconds, the default value is 20s.

i. Time Zone: Allows establishing the time zone according Greenwich meridian.

20150728 AT38UGOE User Manual AX Oﬁ/ Gr OUp



50

J. Transmission Cause: Allows the user to determine the cause that generated the
message information.

» 1 Byte: Option to set the sending of the cause that generated the message
information.

» 2 Byte: Option for multiple master devices connected to the same Gateway.
Checking this option besides establish the sending of the cause that generated
the message information, also enables the OriginatorAdr option.

» OriginatorAdr: Slave address where you want to send information messages.

8.4.PROPERTIES FOR MASTER IEC 60870-5-101 DEVICES

a. ASDU: Sets the address of the IEC101 slave device.

» Size ASDU: The user sets the value between 1 and 2 bytes, with 1 byte can
address up to 254 devices with 2 Bytes and can address up to 65534 devices.
By default this value is set to 2 Bytes.

» Address ASDU: Sets the address of the devices. Addresses 255 (for 1 Byte)
and 65535 (for 2 Byte) are global addresses or Broadcast.

b. Communication

» TCP Connection: Displays the list of TCP connections configured, the
user must choose one. For the TCP protocol, the user must choose this
option and perform the following configuration parameters through the
Project Explorer in the ServicessCommunications option (see
Communication TCP / IP).

» Serial Connection: Displays the list of all configured SERIAL connections,
the user must choose a configuration previously set.

If the user chooses this option should make the parameter settings through the
Project Explorer in the Services / Communications option (see Serial
Communication).
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Propetties
4 Azdu Address
Size Asdu
Address Azdu
4 Click General Interrogation
Periodicity
Period
4 Communication
Usze Tep Connection
Serial Connection
Tcp Connection
4 Counter Interrogation
Periadicity
Period
4 General
M ame
Prefis
4 Information Address
Size Information Address
4 Link Address
Size Link Address
Address Link
a Misc
Fiuntime
lsictive
SimuleT oogle
Status
Model
TraceEnabled
OnFreeToke
HasTaken
- Commandévancediiew
a Parameters
Actcon
Actterm
Paal Cycle Time
Query Retries
Delay Retry Query
4 Synchronization
Periodicity
Period
4 Temporization
TimeoutFxTx
4 Transmision Cause
Size cause transmision
Originator Address

Hame
Maombre del dispositivo

2
3

Initial
30

False
Serial5helton
TCP5helton

Initial
30

Sheltan
Shelon

3

1
3

Axon.Test.IEC101.Master.IEC101MasterPlugin
False

Falze

]

[Callection]

True

False
True
True

1000

600

Figure 8.4-1 Properties for master IEC 60870-5-101 devices

c. General: Displays the following parameters:

> Name: Slave device Name.

» Prefix: Corresponds to the same device name which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more

orderly.

d. General Interrogation: Defines how and how often will perform general

interrogation.

» Periodicity: Sets the frequency with which the general question will be made.
e Single: It is performed only once when the connection is established with

the Slave device.

e Cyclic: Each time period is made according to the value set in Period.
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» Period: In the event that the general interrogation is carried out cyclically,
this parameter specifies how many seconds it will be made.

. Information Address: It is the direction of the Information Objects (variables).

Indicates the address of the variable destination information if it is a control
process (sending commands), and indicates the address of the variables
information source if it is a monitoring process (sending information from the
slave device to the gateway). This parameter is used to configure the number of
variables to handle:

» 1 Byte: By checking this option, you can address up to 256 variables.

» 2 Byte: By checking this option, you can address up to 65536 variables.

» 3 Byte: By checking this option, you can address up to 16,777,215 variables.

. Parameters

» Actcon: Enables if it must perform the activation confirmation of the cause of
transmission, its default value is "True"

> Actterm: Enables if it must make confirmation of the termination of activation
of the cause of transmission, its default value is "True".

» PollCycleTime: Sets the period to request data.
» QueryRetries: Set retry data request.

» DelaysRetryQuery: Sets the delay time for attempts to request data.

. Synchronization: In this field devices are synchronized, the value is specified in

minutes. Presents three settings:

» Periodicity: Sets the frequency that the time synchronization is going to have.
e None: No synchronization is performed.
e Single: The synchronization is done only once when the connection is
established with the slave device.
e Cyclic: Make the synchronization each time period according to the value
set in Period.
» Period: Time for sending time synchronization, if configured as a Cyclic in
Periodicity.

. Temporization:
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» Timeout Tx/Rx: Timeout for a response from the slave device, must be
specified in seconds.

I. Time Zone: Allows establishing the time zone according Greenwich meridian.

J. Transmission Cause: Allows the user to determine the cause that generated the
message information.

» 1 Byte: Option to set the sending of the cause that generated the message
information.

» 2 Byte: Option for multiple master devices connected to the same Gateway.
Checking this option besides establish the sending of the cause that generated

the message information, also enables the OriginatorAdr option.

» OriginatorAdr: Slave address where you want to send information messages.

8.5.PROPERTIES FOR SLAVE MODBUS DEVICES

Any object created under the MODBUS protocol presents the following properties that
can be configured by the user:

Propetties

4 Communication
Connection TCP

Serial Port

Tcp Part h02
4 Device

D 1

Mode RTU

Order Byte FirstByteLow
Order D' ar Mormal

4 General

M arne Fiockford

Frefis Fockford
4 Misc

iz5lave True
Mame

Maombre del dispozitivo

Figure 8.5-1 Properties for Slave MODBUS devices

20150728AT38UGOE User Manual
Axon Group



54

a. Communication
» Use TCP Connection: Enable or disable the TCP protocol communication.

» Serial Connection: Displays the list of all configured SERIAL connections,
the user must choose a configuration previously set.

» TCP Connection: Displays the list of TCP connections configured, the user
must choose a configuration previously set.

In the case of a serial connection must specify its parameters through
Services/Communications (see Serial Communication):

In the case of using the TCP protocol, the user must choose this option and
perform the following configuration parameters through the Project Explorer
in the Services/Communications option (see TCP / IP Communication).

b. General: Sets the configuration for MODBUS communication specifically.
These parameters are:

» ID: MODBUS slave device identifier.

» Mode: Operating mode RTU or ASCII.

» Order Byte.

» Order Word.

» Name: Slave device Name.

» Prefix: Corresponds to the prefix of the device, which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

8.6.PROPERTIES FOR SLAVE IEC 60870-5-101 DEVICES

a. ASDU: Sets the address of the IEC101 slave device.

» Size ASDU: The user sets the value between 1 and 2 bytes, with 1 byte can
address up to 254 devices with 2 Bytes and can address up to 65534 devices.
By default this value is set to 2 Bytes.

» Address ASDU: Sets the address of the devices. Addresses 255 (for 1 Byte)
and 65535 (for 2 Byte) are global addresses or Broadcast.
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Properties o
4 Asdu Address
Azdu size 2
Azdu address 3
4 Communication
Serial Connectic SerialGiants
4 Frame
I azFrameSize 259
4 General
Giants
Frefix Giants
4  |nformation Address
Size Informatior 3
4 Link Address
Link address siz 1
Link address 3
4 Parameters
Actcon True
Acttermn True
4  Temporization
TimeouwtR=T= 30
4 Transmizion Cause
Size cause tran 2
Originator addre 0

Name
Mombre del dizposzitivo

Figure 8.6-1 Properties for slave IEC 60870-5-101 devices

. Communication:

» Serial Connection: Displays the list of all configured SERIAL connections,
the user must choose a configuration previously set.

If the user chooses this option should make the parameter settings through the

Project Explorer in the Services / Communications option (see Serial
Communication).

Frame:

» MaxFrameSize: Through this option you can set the maximum frame size,
the default value is 255.

. General: Displays the following parameters:

> Name: Slave device Name.

» Prefix: Corresponds to the same device name which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

. Information Address: It is the direction of the Information Objects (variables).

Indicates the address of the variable destination information if it is a control
process (sending commands), and indicates the address of the variables
information source if it is @ monitoring process (sending information from the
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slave device to the gateway). This parameter is used to configure the number of
variables to handle:

» 1 Byte: By checking this option, you can address up to 256 variables.

» 2 Byte: By checking this option, you can address up to 65536 variables.

» 3 Byte: By checking this option, you can address up to 16,777,215 variables.

Link Address:
> Link AddressSize:

> Link Address:

. Parameters

» Actcon: Enables if it must perform the activation confirmation of the cause of
transmission, its default value is "True"

> Actterm: Enables if it must make confirmation of the termination of
activation of the cause of transmission, its default value is "True".

h. Temporization:

» Timeout Tx/Rx: Timeout for a response from the slave device, must be
specified in seconds.

Transmission Cause: Allows the user to determine the cause that generated the
message information.

» 1 Byte: Option to set the sending of the cause that generated the message
information.

» 2 Byte: Option for multiple master devices connected to the same Gateway.
Checking this option besides establish the sending of the cause that generated

the message information, also enables the OriginatorAdr option.

» OriginatorAdr: Slave address where you want to send information messages.
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8.7.PROPERTIES FOR SLAVE |IEC 60870-5-104 DEVICES

4 Asdu Address

Asdu size 2
5
2400

255

Konigsberg
Karigsbera
4 Information Address

Size Information Addiess 3
a Misc

Status 0

Model [Callection)

o

False

Axon. Test.IEC104.5lave.IECT1 045 lavePlugin
False

[rone)

12

8
Tiue
Tiue

TirneoutBR =T = 30
30
15
10
20

o

Figure 8.7-1 Properties for Slave IEC 60870-5-104 devices

a. ASDU: Sets the address of the IEC104 slave device.
» Size ASDU: The user sets the value between 1 and 2 bytes, with 1 byte can
address up to 254 devices with 2 Bytes and can address up to 65534 devices.
By default this value is set to 2 Bytes.

» Address ASDU: Sets the address of the devices. Addresses 255 (for 1 Byte)
and 65535 (for 2 Byte) are global addresses or Broadcast.

b. Communication

» Port: Through this box you can configure the communication port with the
IEC60870-5-104 Slave

c. Frame:

» MaxFrameSize: Through this option you can set the maximum frame size,
the default value is 255.
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d. General: Displays the following parameters:
» Name: Slave device Name.

» Prefix: Corresponds to the same device name which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

e. Misc: Miscellaneous properties that can be configured for the project.

f. Parameters

» Actcon: Enables if it must perform the activation confirmation of the cause of
transmission, its default value is "True"

> Actterm: Enables if it must make confirmation of the termination of activation
of the cause of transmission, its default value is "True".

» K Parameter: Maximum number of information messages that can be sent
sequentially without receiving a confirmation, then the connection is
terminated.

» W Parameter: Maximum number of information messages that can be
received without being confirmed, must be less than the parameter k.

g. Temporization:

»  Timeout Tx/Rx: Timeout for a response from the slave device, must be
specified in seconds.

> Timeout t0: Timeout of Axon Test to establish a connection to the slave
device. Its value is specified in a range from 1 to 255 seconds, the default
value is 30s.

» Timeout t1: Timeout of Axon Test receive a confirmation response message
sent from the slave device, its value is specified in a range from 1 to 255
seconds, and the default value is 15s.

» Timeout t2: Maximum time allowed to the slave device to respond to Axon
Test if no data expected, its value is specified in a range from 1 to 255
seconds, the default value is 10s. Timeout t2 must be less than t1 Timeout.

T
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» Timeout t3: Timeout of Axon Test before starting a test procedure of the
connection because no data transfer, its value is specified in a range from 1 to
255 seconds, the default value is 20s.

h. Time Zone: Allows establishing the time zone according Greenwich meridian.

i. Transmission Cause: Allows the user to determine the cause that generated the
message information.

» 1 Byte: Option to set the sending of the cause that generated the message
information.

» 2 Byte: Option for multiple master devices connected to the same Gateway.
Checking this option besides establish the sending of the cause that generated
the message information, also enables the OriginatorAdr option.

» OriginatorAdr: Slave address where you want to send information messages.

8.8.PROPERTIES FOR SLAVE DNP3.0 DEVICES

Any object created under the DNP 3.0 protocol will have the following properties that
can be configured by the user:

4 Address
Link Address 4
Master Link Address 3
ication
Use Top Camnection  True
Port Tep 20000
Seral Connection  Serial Mitisio
Time Ot 25000
Time Out Request Apli 1000
Retry Request Aplicati 2
4 General
Ensble Comnection ~ True
Name Miisio

N

4 Mapping
Variation Input Binary 1
Vanation Input Analog 1
Variation Inout Counte 1
Vanation Evert Binary 2
Vanation Evert Analog 2
Variation Evert Count 2

isSlave True

4 Time Syncronization
Time Zone Offset of G 0
Need Syncronization  True

4 Unsolicited Class1
Enable Unsolicited s True
Count Unsolicted Clas 3
Time Unsolicied Class 1000

4 Unsolicited Class2
Enable Unsolicited Clz True
Count Unsolicied Clas 3
Time Unsolicted Class 1000

4 Unsolicited Class3
Enable Unsolicited Cla True
Count Unsolicked Clas 3
Time Unsolicied Class 1000

Nombre del dispostiva

Figure 8.8-1 Properties for Slave DNP3.0 devices
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. Address

» Link Address: Corresponds to the address of DNP3 master device, in this
case the Gateway Axon Test.

» Slave Link Address: Corresponds to the DNP3 slave device address, this
value should be set to the same device and must correspond to the master
device.

. Communication

> TimeOut: Set the time to determine when there is a disconnection with a
master and the slave device has no answer.

» Port: Port number to connect to the master device, the configured default port
is 20000.

. General: Allows user to enable or disable communication with the Slave device

in the same way to visualize the following parameters:
» Name: Slave device Name.

» Prefix: Corresponds to the same device name which becomes a differentiator
that facilitates the search for signals and allows the mapping of these more
orderly.

. Mapping:

» Variation Input Binary:
» Variation Input Analog:
» Variation Input Counter:
» Variation Event Binary:
» Variation Event Analog:
» Variation Event Counter:

. Time synchronization: Allows user to enable and configure the synchronization

of the slave device with the Greenwich meridian time in case there is no
synchronization equipment.

Unsolicited: Allows user to enable/disable the event classes you want to receive
from the Slave device.
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Updates can be downloaded from our website.
http://www.axongroup.com.co/axon productos int.php?i=36

POSSIBLE IMPROVEMENTS TO IMPLEMENT IN THE SIMULATOR?
Tell us in the forum of Axon Group http://www.axongroup.com.co/forums.

© 2014 Axon Group Ltda.

support@axongroup.com.co

For other products and updates visit:
http://www.axongroup.com.co
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